2008 Annual Computer Security Applications Conference

Analysing the Performance of Security Solutions to Reduce Vulnerability
Exposure Window

Yolanta Beres, Jonathan Griffin, Simon Shiu
HP Labs
yolanta.beres, jonathan.griffin, simon.shiu

@hp.com

Abstract

In this paper we present a novel approach of using
mathematical models and stochastic simulations to
guide and inform security investment and policy
change decisions. In particular, we investigate
vulnerability management policies, and explore how
effective standard patch management and emergency
escalation based policies are, and how they can be
combined with earlier, pre-patch mitigation measures
to reduce the potential exposure window.

The paper describes the model we constructed to
represent typical vulnerability management processes
in large organizations, which captures the external
threat environment and the internal security processes
and decision points. We also present the results from
the experimental simulations, and show how changes
in security solutions and policies, such as speeding up
patch deployment and investing in early mitigation
measures, affect the overall exposure window in terms
of the time it takes to reduce the potential risk.

We believe that this type of mathematical modelling
and simulation-based approach provides a novel and
useful way of considering security investment
decisions, which is quite distinct from traditional risk
analysis.

1. Introduction

The security operations team in a typical
organization has a number of security controls
(policies) such as patching, antivirus, client side
firewalls, etc., that work together in minimizing the
exposure of the organization’s systems to security
threats. But it is notoriously difficult to evaluate how
well security processes are protecting an organization,
and even harder to estimate in advance the impact of a
change in security mechanism, investment choice or a
change in policy. Examination of historical data would
give only partial answers; e.g., it is certainly possible
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to track how long the deployment of a particular patch
takes across a set of systems, but without the context of
an external threat environment, the historical data
(such as it is) cannot help determine if the systems
were left exposed for too long — thus yielding
unacceptable risk.

One of the main tasks faced by the security
operations team is vulnerability and patch
management. With thousands of systems running
popular business operating systems such as Windows
in a medium to large size organization, all of these
systems may potentially require patches to be
deployed. However, deploying patches across all of
these systems in a timely manner is not simple. In
addition to the time spent for the patch assessment and
patch testing, the security operations team often faces
restrictions placed by the business in terms of allowed
system downtime and minimal business disruption.

Overall, the security operations team needs to
consider if the current practice in patch deployment is
exposing the organization to an unacceptable risk of
potential exploitation, explore the improvements that
can be made in the process, and evaluate the
effectiveness of other mitigations in addition to
patching. From what we have observed, beyond
examining historical data, security operations staff
have few tools to help them understand trade-offs or
test different vulnerability mitigation strategies before
putting them in practice.

In this paper we propose using a simulation-based,
predictive modelling approach to help explore the
space of outcomes for a range of patching policies and
mitigation mechanisms. In particular, we analyse the
effects of adjusting the patching policies based on the
criticality of vulnerabilities and the likelihood of them
being exploitable. We additionally investigate the
impact of the deployment of other mitigations that are
signature and behaviour based, to explore to what
extent they help minimize the exposure window.
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The predictive modeling approach provides some
advantages over a purely analytical approach as it
offers more opportunities to naturally explore, via
experimental results, the dependencies among different
decisions in the patch management process and the
impact of change in vulnerability and exploit rates.
This type of approach requires first constructing a
model of the dynamics of the operational environment,
such as the patching process, which are explored
empirically using executable models (e.g., discrete
event simulation) to derive probability distributions of
potential outcomes. If the behaviour of the model
correctly matches the relevant behaviour characteristics
of the underlying environment, we are able to draw
inferences about the effects from experiments and thus
provide support for adopting specific policies.

Our paper is organized as follows. Section 2
reviews related work in this area. Section 3 describes
our modeling approach and the advantages of using
executable models in the form of discrete event
simulations. In section 4, we present how we have
constructed the model, capturing the specific tasks
undertaken by security operations and the speed at
which these tasks are progressed. Section 4 also
describes how we selected the parameters from the
external environment for use in our model. In section 5
we describe our design of a set of simulation
experiments using the constructed model together with
detailed analysis of the results obtained. The first half
of our analysis aims to determine if the standard
patching policy used by many security operations
centers are effective at reducing vulnerability exposure
to an acceptable level. The second half evaluates the
impact of including additional mitigations which can
be put into effect earlier, and also the impact of faster
patch deployment. Our paper finishes with a
discussion of the implications of our analysis for future
work and presents some final conclusions.

2. Related work

In recent years there has been a lot of research
interest in the topic of security economics, exploring
the trade-offs between costs of security and loss from
exposure. Anderson [1] argued that security problems
should be viewed from an economic view point in
addition to the technical challenges. Gordon and Loeb
[7, 8] examined how trade-offs between cost and
potential loss should be balanced when evaluating the
optimal investment for a single security policy. This
economic viewpoint to security is critical for our work,
as we aim to analyze both cost and exposure risk trade-
offs of different security policies.
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Another stream of research relevant to our work
here is the analysis of the vulnerability life-cycle, and
their past and future trends. The earlier work by
McHugh and Arbaugh [10] introduces a life-cycle
model for system vulnerabilities. Looking at CERT
data on attacks related to specific vulnerabilities,
McHugh and Arbaugh noted that many systems were
still being attacked months or even years after the
patches became available for the vulnerabilities
exploited in those attacks. Since then, security
operations teams in many organizations streamlined
their patch management processes so that fewer
numbers of systems remain vulnerable for longer.
However, the rate at which new vulnerabilities are
discovered and exploited is constantly increasing, thus
requiring constant reassessment of existing patching
practices. The work by Frei et al [6] is important here
for helping understand past and current trends of how
vulnerabilities have been exploited and how
mitigations have been handled by software vendors.
This work looked at the generic set of vulnerabilities as
disclosed by CERT, Security Focus, and others. In
building our model of the external threat environment,
as described in section 4.2, we have used some of the
distribution functions derived by the authors of this
paper, such as for exploit availability rate. The set of
vulnerabilities that large organizations care about
usually represents only a subset of all the known
vulnerabilities that could be relevant. Thus, further
analysis is necessary to assess the sensitivity of the
distributions functions across the various sets.

There has also been some work examining the
trade-offs of different patching policies. Beattie, et al.
[2] explores the factors affecting when it is best time to
apply a patch so that organizations minimize
disruptions caused by a defective patch. In contrast,
rather than looking just at a single patch and adjusting
a single point in time to start patch deployment, we
model the overall patch management process that also
takes into account the time taken to apply the patches
across all the vulnerable systems in an organization;
this can be considerable for a large organization.

The work by Zhang, et al. [18] provides an
analytical framework for cost-benefit analysis of
different patching policies. They assume that patching
lead time (the time taken to apply patch across the
systems) is negligible or very small comparing to the
overall patching lifecycle, which we argue is not the
case in large organizations with thousands of systems
requiring the same patch. The authors also assume that
the costs associated with vulnerability exploitations
can be estimated with relative ease by an organization,
which in reality is very difficult to determine with any
accuracy.



The simulation-based stochastic modeling approach
has had little application in the computer security
world, but it has been extensively used in the
aerospace, automobile, oil, gas, steel, and
telecommunications industries. Recently we have
applied this approach to also examine security policies
for USB memory sticks [13], and in earlier work we
have examined resource contention issues such as staff
utilization for network security operations tasks [14].

3. Probabilistic modelling approach

With the stochastic modeling approach we seek to
model the system of interest in order to answer some
specific questions. The modeling process usually starts
with observations of the key stages and decision points
of the processes involved. These observations induce
the definition of a mathematical process model, of
which properties may be deduced. The mathematical
consequences of the definition of the model are
interpreted as to how well they help explain reality
and, experimentally, the extent of their validity is
observed. This cycle is repeated until a model judged
to capture enough of the decision making situation is
obtained.

Pictorially the way that our models are built and
used is represented using activity diagrams. We found
that in real life situations, it is important to have such a
high level representation of the model as it helps
discuss the models with the specialists who run the
actual system.

The activity diagrams are then converted into
executable code, which can be used in the Monte-Carlo
approach based discrete event simulations. In this stage
either extensions to general purpose programming
language can be used to capture the model or
specialized simulation tools.

In our case we have used a specialized simulation
oriented language Demos2K [3, 5], which implements
a framework based on the mathematical foundations of
a synchronous calculus of resources and processes,
together with an associated modal logic [15]. Because
of these strong mathematical foundations and sound
semantics, we have assurance that simulations based
on the models developed in Demos2k language are
robust and reliable — thus, meaningful observations can
be taken. The code is executed via repeated
experimental simulations in the specially developed
experimental environment [11], where statistically
significant information is gathered.

The mathematical framework behind Demos2K
programming language revolves around four key
concepts: resources, capturing the essentially static
components of the system; processes, capturing the
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dynamic components of the system; location, capturing
the spatial distribution and connectivity of the system;
and environment within which a system functions. A
full description of this mathematical framework can be
found in [15].

4. Constructing the

management model

vulnerability

The need for having an explicit patching and
vulnerability handling policy, together with a
systematic process for handling patches, has been
recognized for almost a decade. Both the early ISO
standard 17799:2000 [9] and NIST publications [12]
provide recommendations on principles and
methodologies that can be used for accomplishing this.
However, the actual implementation of the patch
management process differs from one organization to
another, often depending upon the resources that could
be dedicated to this process, the number of systems
that the organization has, and its risk appetite. To
construct a model of the patch management process,
we have examined patching lifecycles across several
large organizations with production environments
typically of more than 100,000 systems.

In this section we describe the different entities and
environment parameters that influence the vulnerability
patching process. There are two parts of the model in
this context: (1) the external environment parameters,
and (2) the internal workflows and decision points in
the vulnerability assessment, mitigation and patching
process. Before we cover the model itself we will first
describe the vulnerability timeline we use, as this
affects how we examine and present results from
simulations based on the model. The results from the
simulations will be examined in section 5, but in
designing the model that is presented in this section we
had two main questions in mind that we wanted to
explore via experimental runs: (1) how good are the
standard patching processes at minimizing the
vulnerability exposure, in terms of the time it takes and
the percentage of systems exposed at certain time
points; (2) what impact do different policy decisions
make, such as introducing shorter patching timelines,
compared to introducing additional mitigation
mechanisms, such as signature or behavior based
intrusion prevention.

4.1. The vulnerability timeline

Figure 1 shows a timeline of events in the life cycle
of a typical vulnerability. This timeline is not
dissimilar to what was described by Schneier as the



“window of exposure” [16] and also examined by
McHugh [10] and Frei, et al [6].

Distinctive points in the timeline correspond to
different awareness states and potentially different
perceptions of risk by an organization. The four
important points in this timeline are discovery,
disclosure, exploit, and patch availability. The
discovery point is when only the individuals who
discovered the vulnerability know about it. The risk of
exploit after the discovery is present, but we can
assume it is minimal (or more targeted) compared to
the risks after the public disclosure. A typical
organization would probably be unaware of a particular
threat at this stage of the lifecycle.

Disclosure T,
Patch Available T,

Discover | Public exploit code | Malware T
Minus  zero
days exploit Signature Patch
Available T Deployed Tg
Cannot| Only |some [ Some |A Jot of puplic data Patching
measur¢  groups aware, | public |g n pfocesses
no public data | data o~
»

Window of Exposure
Figure 1. Vulnerability timeline'.

At the time of disclosure, it is then that the
vulnerability becomes widely known. Usually, this
happens when vulnerability information is published
by CERT or other security vendors, later resulting in
additional security advisory by the vendor. From this
point in time the risk increases considerably, as the
vulnerability is analysed by hackers with exploit code
potentially appearing quickly afterwards. We assume
that soon after this point, e.g. a day or two, an
organization would note the vulnerability as part of its
ongoing  threat awareness programme. The
organization would then conduct a preliminary risk
assessment to determine if the vulnerability applies to
its environment.

The time of patch availability is the earliest date
that the vendor of the software releases a patch
providing protection against the exploitation of the
vulnerability. We assume that the organization learns
of the patch either the same day or with a delay that is
negligible. The availability of other security
mitigations such as signatures for intrusion prevention
systems or anti-virus tools we take as being a separate
matter from patch release. In our time line we assume
that such mitigations are usually available earlier than

The sequencing of events in this timeline is not fixed; the aim is to
illustrate the various stages in the vulnerability life cycle.
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patch. That being said, we also recognize that these
mitigations are temporary stopgap measures and might
not necessarily cover all disclosed vulnerabilities.

Once the organization receives a patch, the internal
patch management process starts until the patch is
adequately  deployed across the production
environment. The organizations often regard the
exposure window as closed when the proportion of
systems patched is somewhere around 95%, as there
will always be some number of systems that are either
offline or unmanaged. This does not mean that risk
goes to zero, since even one unpatched machine could
present substantial exploitation risk, depending how it
is positioned in the environment. However, to simplify
our assumptions in the model, we regard the time when
a patch is adequately deployed is when the window of
exposure is closed: T4-T;. If an organization uses some
type of early mitigations such as signatures we also
regard the time that these are adequately deployed as
the time that exposure is closed: T5-T;.

4.2. The rate parameters of external events

The analysis of the vulnerability timeline also
highlights the events in external environment that have
direct affect on decisions the organizations takes on
when to deploy security mitigations. The availability of
an exploit poses a security threat to the organizations;
at time, the organization has to decide on an
appropriate action before the patch is available. When
the patch is released, the organization can start its
patch management process, finally reducing risk of
exploit or attack when the patch is deployed. The
resulting exposure risk depends strongly on the timing
and dynamics of those two external events.

In our model we need to describe such events
stochastically, by specifying the probability
distribution functions that these events occur with.
Based on the vulnerability data analysis done by Frei,
et al [6] and data published by Symantec [17], we
chose to generalize on the following distributions.

For exploit availability event after the vulnerability
disclosure (time interval T,-T;) we assume that
exploits appear at a constant rate of 5 days after
disclosure, and so we use an exponential distribution
with the following probability density function:

J(L’xplaitidelay (texploit) =5 e_5t€w/0”'

For patch availability event (time interval T4-T)
similarly we assume that patches are released by
vendors at a constant rate of 23 days after disclosure,
and so an exponential distribution, with A=23, is used:

-23t 01
4ﬁ7atch7de/ay (tpatch) = 23@ t/m/(ll.



For malware arrival event’ (time interval Ts-T ) we
use an exponential distribution as well, but we will
vary the rate with A=10 and A=25:

f malware_delay (tmalware) =25 e-zjtmmwm?'

We acknowledge that our assumptions might not
apply across the whole set of disclosed vulnerabilities,
and we believe that for highly critical vulnerabilities or
for different software vendors, these rates might be
different. However, for the time being, we have not
found enough data to contradict the rates chosen above.

Since we aim to simulate how the internal security
processes in an organization react to the various
vulnerabilities, we also need to take into account that
not all vulnerabilities might be exploited and some
might never have patches released. We decided to use
the latest Symantec Threat Report [21] to select the
appropriate proportions of vulnerabilities™:

72% of vulnerabilities have exploits,

3% of vulnerabilities have no patches released.

Each event is captured as a separate entity in our
model. We define certain sequencing between the
events, so that a patch is available only on or after the
vulnerability is disclosed, and, for simplification, we
also define that vulnerability exploit and malware
appears after vulnerability has been disclosed as that is
when most of the internal mitigation processes also
start. This sequencing of events is shown in figure 2.

4.3. Internal processes for threat mitigation

In implementing the patch management processes the
organizations use guidelines and best practices as
suggested by standard bodies, but the exact details
usually differ based on internal organizational
requirements. By working together with the security
operations and threat awareness teams, we have tried to
identify the main decision points and patch deployment
policies that we believe are credibly representative
across many organizations. Figure 2 shows the activity
based diagram of a typical vulnerability assessment
and patch management process.

2 We should note that, since we aim to explore the performance of
patching processes in our model, we only consider vulnerabilities
and exploits where patching is the primary mitigation. For example,
we don’t take into account malware that exploits other types of
vulnerabilities such as configuration errors.

> Again these assumptions are made across generic set of
vulnerabilities, and maybe different depending on the type of the
vulnerability.
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Figure 2. Activity diagram of a typical
vulnerability and patch management process.

The left hand side of Figure 2 shows the various
decision points in the threat assessment process that is
usually triggered by the public disclosure of the
vulnerability. On the right hand side of this diagram
are the three types of patch deployment policies that an
organization might decide to apply depending on the
criticality of the vulnerability determined during the
threat assessment. Once a patch is published by the
software vendor an organization usually does its own
patch preparation that consists of assessing and testing
the patch within its own environment. This usually
takes around 15 to 30 days, and includes assessment of
potential patch failure and might include waiting time
for a second round of patch release from the vendor.
Sometimes, the patch preparation might be expedited
together with the patch deployment. However, due to
high risk of failure when deploying patches that are not
properly tested, the security team might be reluctant to
expedite the patch testing, and so for the purpose of our
model, we decided to assume that patch preparation
always takes the same time independent of the decision
for patch deployment.

The three types of patch deployment policies differ
only in the time it takes for a patch to be deployed
across all vulnerable systems in the organization.
Depending on the size of an organization and on the
prevalence of the vulnerable software the deployment
stage up to the time that most systems are patched can
take weeks or even months, as the security operations
teams have to negotiate with the business for the
specific periods of IT systems downtime. Usually, the
criticality and likelihood of vulnerability as determined
during threat assessment is used in deciding the



justifiable level of disruption to the business from
deploying a patch compared to exposure risk.

For its threat assessment process an organization
might have screening algorithm applied that is used to
suggest which vulnerabilities require discussion. Often
it is based on the criticality score that vulnerability has,
applied according to the Common Vulnerability
Scoring System (CVSS) version 2 standard [4], but the
security team might apply its own algorithm on top of
that. The security team has also to determine if this
vulnerability applies to the organization’s environment;
if the vulnerable software is actually used in the IT
environment. Once the applicability is determined, the
threat assessment team reassesses the criticality of
vulnerability and identifies if any prior mitigations
exist. These would include cases when a newly
disclosed vulnerability is covered by a previous patch,
signature based mitigation, such as antivirus, or any
other type of solution that is employed before patching.

We observed that primary trigger for deciding on
quicker patch deployment are the reports of public
exploits of the vulnerability, especially exploits with
large attack surface or that might result in quick
spreading. The organizations might be advised on such
reports by security software vendors, or have their own
intelligence through tracking hacker community
mailing lists. In rare cases, the threat assessment team
might decide on emergency patching based on the
criticality of vulnerability itself without there being
public exploits yet. Based on the impact of potential
exploit and the criticality of vulnerability, either
accelerated or emergency patching policy is then
applied instead of a standard, business as usual,
patching. In cases, when at the time of public exploit,
the vendor has not released a patch the security team
might design a workaround, which could be firewall
rule changes, shutting down of certain systems, or
other measures usually resulting in more drastic
disruptions.

4.4. Internal parameters used for simulations

For our simulations we have captured the activity
diagram as six separate processes: vulnerability
assessment, threat assessment, mitigation assessment
and/or  deployment, patch preparation, patch
deployment, and workaround deployment. Here we
will specify the internal parameters that determine the
sequencing of these processes and their execution.

The first aim with our simulations is to estimate
how long the exposure window is across a large set of
vulnerabilities with the above internal processes
applied in an organization with around 100,000
systems requiring patching at the same time, and based
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on the probability distributions of external environment
events as defined in section 4.2. In the first iteration of
the model we decided to express the time it takes for
each of the five processes to finish as a uniform
distribution of time delay in terms of days, which will
be represented here as U(days min, days _max).

Vulnerability assessment process is triggered by
vulnerability disclosure event. In our representation
this process is characterized by delay, with minimum
and maximum parameters of 0.5 and 1.5 days:

ﬁiassessmentidelay (tassess) =U (O 5 ’ 1 5) .

Threat assessment happens after the vulnerability
assessment and is triggered by an exploit availability
event. This process is represented as resulting in a one
day delay. It results in deciding that: (i) the
vulnerability does not present high risk to the
organization and can be mitigated by standard
patching, (ii) existing mitigations cover the threat
(standard patching would still be done), (iii) declaring
either accelerated patching or emergency patching in
case of reports of worm-type exploit/malware. By
examining the past 2-3 years data of threat assessments
and of the vulnerability CVSS scores as published in
National Vulnerability Database (NVD) we have
selected the following proportions for the different
decisions that would be taken for patching the

vulnerability:
e 93% of vulnerabilities would be handled with
standard patching,

e 7 % of vulnerabilities would go through threat
assessment; out of these:

e 10% of vulnerabilities
accelerated patching,

e for 40% of vulnerabilities an emergency
patching would be needed,

e 5% of vulnerabilities require workarounds,

e 45% of vulnerabilities could be covered with
signature-based mitigations.

Patch  preparation  begins  whenever  the
vulnerability is disclosed and patch is available. This
process sometimes starts concurrently with threat
assessment. It is represented as a time delay ranging
from 10 to 20 days:

f[‘)itestingidelay (testing) =U (1 0} 2 0) .

Patch deployment has three timelines that are
selected depending on the result from the threat
assessment stage. We decided to simulate the
environment of large organizations that have in excess
of 100,000 systems and selected fairly large range for
how long normal patching across these numbers of
machines would take: minimum 68 days and maximum

would  require



204 days®. The accelerated and emergency patching
would be correspondingly twice and four times faster:
‘ﬁ)atchingidelay (tpatching) =U (68/rate, 204/rate),
where rate = 1, 2, or 4.

Although these time periods for patch deployment
seem quite long, they are actually realistic for
organizations with large number of systems, especially
if these are servers running business critical
applications. The time delays in such cases are usually
due to restrictions set by business on systems
downtime periods rather than resource constraints. For
critical vulnerabilities, due to increased likelihood of
exposure, the immediate patching of vulnerabilities
would be raised as priority, and so businesses would
allocate additional periods for system downtime.

Signature-based mitigation deployment might be
triggered after threat assessment has determined that
such mitigations work for the type of disclosed
vulnerability. We assume that such signature based
mechanisms would be provided by security software
vendors, and the security team in an organization
would not need to do their own preparation and testing.
The time delay would then include only the time it
takes for a vendor to create signatures and for the
systems in an organization to get the updates. We
selected this delay as being between 3 and 5 days:

]{s‘ignatur‘eﬁdelay (tsignature) =U (3’ 5) .

The workaround deployment process starts in those
cases where a patch is not available, but the threat
assessment team still declares emergency remediation
— this process takes around 2-3 days to complete.

We believe that these internal process parameters
chosen together with the decision process and
mitigation mechanisms captured in the model are
representative of a wide range of large organizations,
but some of the specific details such as the time lines
for patch deployment would be different. However,
one of the strengths of this modelling approach is that
parameters such as these can be easily adjusted and
variations in processes or decision points can be easily
captured in the model.

5. Analysis from experimental simulations

The experimental runs with the described model
were performed through simulations of 100,000
vulnerabilities. As described in section 4.2 an
individual vulnerability had 0.72 chance of having an
exploit code and 0.97 chance of having a patch, with
time delay probability distributions sampled for each

* The time intervals selected are based on the assumption that a
single patch would take around 1-5 minutes for each machine
including rebooting the system and potential for failures, and are not
based on the actual data from any specific organization.
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event as defined in section 4.2. The time delay
distribution for malware event was sampled with rate
parameter of 25 days, and, based on the amount of past
emergency patching due to malware appearing in the
wild, the probability of malware was set at 0.84 for
vulnerabilities ~ where  exploit code appeared
beforehand.

Given these threat environment parameters, we first
examined how long (in terms of days) an organization
would be exposed when its security processes and
chosen mitigations were performing as defined by the
parameters described in section 4.4. The exposure
window was examined across the full vulnerability set,
and then zooming in on vulnerabilities, which threat
assessment determined were of high risk for the
organization.

In the next set of experiments we wanted to
examine the changes in the length of the exposure
window as we introduce more mitigation that would be
signature or heuristic based, and so deployed soon after
the vulnerability was disclosed. This could be the case
if, for example, the security operations team decide to
add intrusion prevention mechanisms. We recognize
that the effectiveness of such mechanisms may vary,
with signatures available only for a proportion of
vulnerabilities. To reflect that, we performed multiple
simulations by varying effectiveness of signature-based
measures: range starting from the signatures available
for 3% of vulnerability population and increasing up to
45%.

We also examined what the model predicts will
happen to the time taken to achieve full patching when
the patch deployment speed is increased 1.5 and 2
times. This could be representative of the cases where
the number of vulnerable systems is smaller and so
patch deployment is faster.

The experiments were run across vulnerability
instances, and we sampled the various time points
within the vulnerability timeline that was introduced in
section 4.1. The data from simulations was then plotted
as histograms with the y-axis representing the
proportion of vulnerabilities in 100,000 instances,
while the x-axis represents the time taken in days for
the vulnerability risk to be reduced (to reach time point
T3 or Ty within the vulnerability timeline).

5.1. Exposure window analysis

Figure 3 shows the histogram of the time it takes for
an organization to minimize the risk of vulnerability
from the time when it was first disclosed, where the
model was executed with default parameters as
described in section 4, and spans across all types of
vulnerabilities. As is visible from this diagram, for



around 47% of all simulated cases, it takes between
180 and 360 days for risk to be reduced, which mainly
includes reaching time point Ty in the vulnerability
timeline. Within our default settings the standard
patching was applied across 97% of vulnerabilities,
with this type of patching taking 136 days on average,
so the results reflect those settings. However, they also
highlight that various delays such as waiting for
patches to be released from the software vendor,
internal patch assessment and testing, as well as
business related delays may push the exposure window
quite a few days beyond the average, leaving systems
exposed for longer than might be expected.

Risk reduced window (from disclosure time) across all vulnerabilities
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Figure 3. Risk reduced window.

One might argue that this would be mostly
vulnerabilities where the threat assessment has
determined that the vulnerability does not present a
high risk to the organization, and the expectation is that
the 7% of vulnerabilities that went through threat
assessment are mitigated faster. The spike at 0 to 30
days interval in the graph shows these faster
mitigations of the critical vulnerabilities.
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Figure 4. Critical vulnerabilities.

When we zoom in on these types of vulnerabilities
as shown in figure 4 (the histogram with early
mitigations at 45%) we can clearly see the difference in
the time that it takes to reduce the risk. However, we
should note that we assumed that for these types of
vulnerabilities, security operations can deploy
signature-based mitigation in around 45% of
vulnerability instances (or 3% of the total population).

40

When those mitigations are removed, as represented in
the histogram with early mitigations at 0%, the average
exposure window is much longer.

Even when signature-based mitigations are effective
for 45% of the critical vulnerability population, there is
still a long tail that includes vulnerabilities taking more
120 days. Since the chance of there being malware for
these types of vulnerabilities is fairly high, the
vulnerabilities in the tail might present major risk.
Assuming that malware arrives at a mean rate of 25
days, figure 5 shows that the proportion of
vulnerabilities which would be mitigated within 10
days of malware reports, is nearly 52% (the histogram
with early mitigations at 45%), with the remaining
48% of vulnerability instances where malware could
have major impact.

This basic analysis highlights that large
organizations the vulnerabilities might remain
unmitigated for much longer than the expected
average, which in our simulations was selected as 136
days, and an intelligent and early threat assessment is
crucial at reducing exposure for highly critical
vulnerabilities.
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Figure 5. Exposure at the time of malware.
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5.2. Analysis of trade-offs between different
types of mitigations

Through the second set of experimental runs we

looked at two options that an organization might use to
reduce the exposure window: (1) add more signature
based or similar type of security measures that can be
put into effect earlier; (2) expedite patch deployment
processes.
5.2.1. Signature based mitigations. Figure 6 shows
the results from simulations when early, pre-patching
mitigations were increased to cover 22% and then 45%
of all wvulnerability population compared to the
previous results when these types of mitigations where
at 3%. We can see that a much large proportion of
vulnerabilities are being mitigated earlier, but since the
patching timeline stays the same, there is still a large
proportion that is taking up to 360 days to mitigate.

This analyses highlights that, depending on how
effective signature based mitigation measures are, they



can be extremely useful at reducing the exposure
window for organizations where patch deployment is
slow and constrained. A lot depends, however, on the
effectiveness of these extra mechanisms compared to
their cost of deployment. None of the current
mechanisms are 100% effective, and so organizations
would still need to continue with their patching
processes.

Risk reduced window (from disclosure time) across all vulnerabilities
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Figure 6. Varying early mitigations.

5.2.2. Quicker patch deployment. Next we examined
the difference when patch deployment was done 1.5
and 2 times faster across standard, accelerated, and
emergency patching. This could be representative not
only of the case when the large organization deploys
patches faster, but also of an organization with a
smaller number of systems that takes less time to
patch. The results in figure 7 shows proportional
increase in the number of vulnerabilities mitigated
earlier, as the patching speed increases.
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Figure 7. Increased rate of patch deployment.

As can be seen from the results in this diagram, by
increasing the patch deployment speed to twice the
default, the tail that we saw earlier with the default
patch speed, is no longer present, with most
vulnerabilities patched within 3 to 4 months after the
disclosure. This observation could be used for deciding
on a change in policy—reducing patch deployment
deadlines—or alternatively to accepting that there will
always be a subset of cases that will take a long time to
reach the target level of protection, and so making sure
that robust emergency processes are in place that
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enable the organization to respond very quickly if a
major incident occurs.

6. Discussion

While we believe the results from the simulations
based on the model described here provide interesting
insights into how long it takes to close the vulnerability
exposure window and the different impact that various
mitigation measures have, the overall modelling
approach can equally well be applied to other areas of
security, to examine other key security processes or
general IT operations processes as they affect the
organization's risk exposure.

The modelling approach described in this paper is
especially good for exploring possibilities and
answering what-if questions, which can be particularly
helpful in security decision-making, which currently
lacks a rich set of tools. In large organizations, the
security operations team does not always get to control
patching, but has to negotiate policy and deadlines with
other departments, and through our work we aim to
provide them with the tools they can use to show, in
concrete terms, the improvements that will result from
well-chosen security policies and investments in
security technologies.

In the future we would like to take this work into at
least two further directions.

Cost trade-offs. Cost trade-offs of the different
mitigation measures, such as the cost of implementing
signature-based measures compared to the faster patch
deployment have not been covered in this paper.
However, we plan to extend the model so that it can be
used to weigh a smaller exposure window and
decreased emergency patching cost against the
operational overhead and business risk. The most
important part when calculating trade-offs is the
effectiveness of the security measures at mitigating the
various threats, and the analysis in this paper
contributes to that. It would be interesting to complete
the picture by incorporating cost information into the
model for all the different processes, so that as well as
exploring effectiveness we could also investigate
expected costs under various conditions.

External threat environment. The second direction
for future work is in improving our model of the
external threat environment. For our simulations we
used parameters that apply across a generic set of
vulnerabilities. These may not be representative of the
software portfolio of a typical large commercial
organization, and of the subset of potentially critical
vulnerabilities in particular, in terms of rates and
likelihoods of exploit code, malware and patch
releases. Causal influences should also be taken into



account, e.g., when prototype exploit code is published
for a vulnerability, the software vendor is encouraged
to hurry up the patch release; also when a vendor
publishes a major patch release this may be followed
by a flurry of new exploit development.

Furthermore, security investment is about protecting
against future threats. The threat environment is
continually evolving, and it is important to have
security policies that are robust to different
environmental conditions. So one way we intend to
apply this technique is to evaluate the effectiveness of
an organization's security policies and processes in the
face of a variety of possible changes to the threat
environment, by varying parameters in the model to
correspond to those changes.

7. Conclusion

In this paper we have presented a novel approach to
examining the effectiveness of security operations
processes and protection mechanisms, which consists
of designing a model of these processes and running
stochastic simulations, based on external environment
events. We focussed on examining the "risk exposure
window" as a measure of the effectiveness of these
processes, which we defined as the time from public
vulnerability disclosure to when an organization
believes the risk is mitigated. In designing the model
we have examined the decision making process in the
security operations teams of several large organizations
together with the different mitigation and patching
measures that might be selected. We also identified
external threat environment events that influence the
type of mitigations that are deployed and the time
when they are deployed.

An important goal of this work is to enable the
decision makers in IT security to predict the outcome
of investment decisions or changes in policy in
advance of putting them into effect. The results from
experimental simulations presented in this paper show
the impact of increasing effectiveness of early
mitigations and of speeding up patch deployment at
reducing the risk exposure window. This trade-off
analysis can be directly used by the security operations
teams in deciding whether mitigations such as host
based intrusion detection would be sufficient in
reducing the risk.
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