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Cyber Security Assessment & Management

CSAM Partnership
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% Controls Implemented % Critical Controls Implemented

Control Category % 
Impl POA&M

Risk & IT Security Mgmt 96 96

Vulnerability Mgmt 85 94

Incident Response & Cont 
Planning 100 N/A

Awareness & Training 97 100

Control Category % 
Impl POA&M

Risk & IT Security Mgmt 98 96

Vulnerability Mgmt 96 96

Incident Response & Cont 
Planning 100 N/A

Awareness & Training 96 100

96%
90%

Ev
al

IT Security Performance DashboardIT Security Performance Dashboard
(Executive Level)

98%



IT Security Program  
Initiatives

Strategic Goals/
Objectives

Risk & IT Security Mgmt Vulnerability Mgmt Incident Mgmt & 
Contingency 

Mgmt

Awareness Trng 
& Security Trng 

for IT 
Professionals

I. Prevent Terrorism and Promote the 
Nation’s Security Very High Critical Very High High

VH M VH C C VH VH VH H H

VH VH H C C VH VH VH H H

VH VH H C VH VH VH H H H
II. Prevent Crime, Enforce the Law 
and Represent the Rights and 
Interests of the American People

Very High Critical Very High High

VH VH VH C C VH VH VH H H

VH VH VH C C VH VH H H H

VH H H C C H VH VH H M
III. Ensure the Fair and Efficient 
Operation of the Federal Justice 
System

High High High High

H H H H H H H H H H

H H H H H M H H H H

H M M H H M H H H M
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Supporting Objectives 
& Programs

Supporting Objectives 
& Programs

Supporting Objectives 
& Programs

Mission Based IT Security PrioritiesMission Based IT Security Priorities
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CSAM Certification & Accreditation CSAM Certification & Accreditation 
(DOJ IT Security Standards (FISCAM/FIPS 200/NIST 800(DOJ IT Security Standards (FISCAM/FIPS 200/NIST 800--53)53)

•Inventory/Interconnections (CA-3)
•Scope
•Security Category
•Inherit Common Controls (MOA/SLA) (CA-2)

•C&A Team Review/Update
•Risk Assessment

•POA&M & Funding Decision

Standardizing Specifications of Content

Security Requirements Selection 
and Assign Responsibilities (PL-2)

System Description

•Life Cycle Mgmt (SA-3)
•Configuration Management  (PL-1)
•Exercise & Update Incident Response Plan ( IR-7)
•Exercise & Update Contingency Plan (CP-10)
•Awareness & Training (AT- 2 & 3)

•Physical/Environ Protection (PE-4)
•Personnel Security (PS-8)
•Media Protection (MP-7)

Monthly Review
•Dashboard
•OMB Report

Asset
Inventory

•Config Guides

•Vulner Analysis

Asset 
Discovery/Mgmt

•Incident
•Response

•Threat Analysis

1. 2.

3.

•Access Controls  (AC 2-20)
•Vulnerability Mgmt (RA-5)
•Audit and Accountability (AU 2- 11)
•Identification and Authentication ( IA 2-7)
•Systems & Communications Protection (SC 2-19)
•System and Information Integrity (SI 2-12)

Vulnerability Mgmt Plan

DB Application 
Discovery

SCAP

•Security Mgmt
•Centralized Reporting

XML
Structured Data

Vulnerability Analysis
Threat AnalysisConfig Security

Analysis

Content Repositories
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•Risk Impact:
•Plan Start:
•Actual Start:

•Planned Finish:
•Actual Finish:

•Validation Date:

•Cost: _____

Vulnerabilities 
Requiring
Correction

Cyber Security Assessment and Cyber Security Assessment and 
Management Management (CSAM)(CSAM)

PRESIDENTS MANAGEMENT AGENDA
FISMA, DCID 6/3

DOJ IT SECURITY STDS
FISCAM, FIPS/NIST 800-53, 

Cost + Implementation Guidance

RA-1  Risk Assessment and Procedures 
PL-1  Security Planning Policy and Procedures.
SA-1 System & Services Acquisition Policy & 
Procedures 
CA-1 Certification & Accreditation & Security 
Assessment Policies and Procedures.

Technical Controls

Management Controls

Test Case
for Each Requirement
(SCAP where available)

Plans of Action 
& Milestones
(POA&M)

Implementation 
Requirements

•Control Objective
(Subordinate Objective)

•Control Techniques
•Specific Criteria
•Prerequisite Controls
•Test Objective
•Test Set Up
•Test Steps
•Expected Results:
•Actual Results:
•Cost

PASS FAIL

Test Case RA-1.1
Test Case PL-1.8

Test Case SA-1.1

Test Case nn.n.n.
Test Case CA-1.3

Cyber Security 
Assessment & Mgmt

(CSAM)

OMB 
FISMA 

Reporting
Risk

Priority L M H L M H
4 X X
2 X X X X
2 X X X X
5 X
4 X X
2 X X
2 X X
2 X X
4 X X
2 X X X X
4 X X
2 X X X X X X
4 X X
2 X X X
2 X X
2 X X
2 X X
2 X X
4 X
2 X X
2 X X X X
4 X X
2 X
5 X
4 X X
3 X
2 X X X X
3 X X X X

System
Controls

Common
Controls

Operational Controls

Vulner
Control

Vulner
Level

Threat
Level

Signif
LevelX X

Total 
Risk=

Risk Assessment

Cost + Implementation Guidance

PS-1  Personnel Security Policy & Procedures 
PE-1  Physical Environmental Protection Policy
& Procedures 
CP-1 Contingency Planning Policy & Procedures
CM-1 Configuration Management Policy & 
Procedures.

Cost + Implementation Guidance

IA-1 Identification and Authentication Policy
& Procedures 
AC-1 Access Control Policy & Procedures 
AU-1 Audit & Accountability Policy & 
Procedures
SC-1 System & Comm Protection Policy & 
Procedures.

Risk-based

Presenter�
Presentation Notes�
Add animation to the steps.�
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Categorize

Select
Supplement
Document
Implement

Assess
Authorize
Monitor

Mission
Impact

Threat Level
(Probability)

Risk

RiskRisk
MitigationMitigation

Vulnerability Level

Risk Risk 
AssessmentAssessment

Evaluation & Evaluation & 
AssessmentAssessment

Exploitability -- Countermeasures

Risk Management Framework
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Risk AssessmentRisk Assessment

Vulnerability/
Countermeasures Threat/s
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Logical Access Controls
Security controls can detect 
unauthorized access attempts.

8.1, 11.1, 12.1, 
13.1, 16.1

5 3 2

Access control software prevents 
fraudulent activity without collusion.

6.1, 8.1, 11.1, 
12.1, 13.1, 16.1 4 2 2

 Vulnerability 
Level

Vulnerability/
Countermeasures 
and Threat Pairing

(Security Countrols) EX-CT = Total

Total 
Risk

C
ap

ab
ilit

y 
   

   
   

   
   

   
   

   
  

(H
i=

2 
 L

ow
=1

)
H

is
to

ry
/G

ai
n

(H
i=

2 
 L

ow
=1

)
At

tri
bu

ta
bl

e/
D

et
ec

ta
bl

e
(E

as
y=

2 
D

iff
ic

ul
t=

0)

To
ta

l
(0

-6
)

Lo
ss

 o
f L

ife
   

   
   

   
   

   
   

 
(Y

es
=4

  N
o=

0)
   

   
   

  
Se

ns
itiv

ity
(Y

es
=4

  N
o=

0)

O
ps

 Im
pa

ct
   

   
   

   
   

   
  

(Y
es

=2
  N

o=
0)

Eq
ui

pm
en

t L
os

s 
   

   
   

   
  

(Y
es

=2
  N

o=
0)

TO
TA

L 
(0

-4
)

RISK 
TOTAL

(VL*TL*SL)  
(0-120)
RISK 

Ranking

2 2 0 4
(Med)

0 2 2 0 4 32
(Medium)

2 2 0 4
(Med)

0 2 2 0 4 32
(Medium)

Significance Level

DL+Ops+Equip = Total

Threat Level

C+H+G-A-D = Total

X X =

Very Low 1
Low 2
Medium 3
High 4
Very High 5

Very Low < 6
Low 6 to 18
Medium 19 to 54
High 55 to 75
Very High > 75
Risk Scale

2

2
Vulnerability Level

32
(medium)

32
(medium)
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Identifies Moderate and 
High Risk Weaknesses

Documents POA&M to
correct weaknesses

Provides impacts 
and costs to correct 

Identified weaknesses
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http://nvd.nist.gov/scap/scap.cfm

DISA Platinum/Gold

NIST Special Pub

NSA Guide

Vendor Guide

Address

Agency Baseline Configuration

Agency Policies and Standards

Vendor
SCAP

Assessment
Tools

Agency’s Technical
Vulnerability and

Configuration
Assessment

SCAPSCAP 
Security Content Automation ProgramSecurity Content Automation Program

Community of 
Interest (COI) 

Standards

Meta Control 
Set

Resident in 
CSAM

Machine readable
Test Cases

SCAP Meta Controls

Non-Machine Readable Mgmt, 
Operational, & Technical Controls

CSAM

•Interview
•Examine
•Test Results

Non-Machine 
Readable

Metrics and 
Scoring

XML

•800-53/53A
•CNSS/IC
•ISO
•HIPPA
•SOX
•PCI
•FISCAM
•Others

Automated 
Checklists

XML

•Interview 
•Examine, 
•Test Results

Non-Machine 
Readable Test Cases

Attain Metrics
POA&M
Accept Risk

http://csrc.nist.gov/checklists/index.html


My Schedule –
 

Tasking Synopsis

Drill-down links you directly to the point of interest.

System user



• Clicking on the green, green checkmark, the yellow exclamation point, or the red X pops up the explanation of 
why they were given  that grade.

• Clicking on the POAMS columns give a list of POA&Ms that are late for the org selected. 

• Clicking on the Training % shows the Comments and the actual numbers that make up the percentages.

Performance DashboardPerformance Dashboard
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