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Prior Works on AT Comand

Misuse & Abuse of valid AT 

Commands over USB!



Perils of invalid AT Commands

AT+CFUN

AT+CFUN

/dev/ttyACM*

Rfcomm socket

Is it possible to systematically analyze the 

correctness and robustness of the baseband-

related AT command execution process?
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Challenges



Challenges of Systematic 
Analysis

Dynamic Analysis

Static Analysis

• Firmware rarely available

• Vendor specific firmware

• Binary Instrumentation



ATFuzzer
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Design



Main Components of ATFuzzer



ATFuzzer – Design



ATFuzzer – Design
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ATFuzzer – Design
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Grammar Crossover

+CTFR =                   , type, subaddr, satype

+CFUN =                   , CFUNarg2

c1
c2

CFUNarg1

number



Grammar Mutation

+CTFR = number, type, subaddr, satype

+CTFR = number, type, subaddr, satype

+CTFR = number, type, subaddr, satype- number,

+CTFR = number, type, subaddr, satypesatype,



Fitness Evaluation

𝛼 𝑡𝑖𝑚𝑖𝑛𝑔𝑠𝑐𝑜𝑟𝑒 (1 − 𝛼) 𝑑𝑖𝑠𝑟𝑢𝑝𝑡𝑖𝑜𝑛𝑠𝑐𝑜𝑟𝑒+fitness =

: hyperparameter to controls impact of both scores!

𝛼

=
𝑡𝑖𝑚𝑒 𝑓𝑜𝑟 𝑎𝑛 𝐴𝑇 𝑐𝑜𝑚𝑚𝑎𝑛𝑑

𝑡𝑜𝑡𝑎𝑙 𝑡𝑖𝑚𝑒

𝑡𝑖𝑚𝑖𝑛𝑔𝑠𝑐𝑜𝑟𝑒 (1 − 𝛼) 𝑑𝑖𝑠𝑟𝑢𝑝𝑡𝑖𝑜𝑛𝑠𝑐𝑜𝑟𝑒



Fitness Evaluation

1) logcat

2) dumpsys

3) tombstone
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Findings



Devices

Device Android Version Interface

Samsung Note2 4.3

Samsung Galaxy S3 4.3

LG G3 6.0

HTC Desire 10 

lifestyle

6.0.1

LG Nexus 5 5.1.1

Motorola Nexus 6 6.0.1

Huwaei Nexus 6P 6.0

Galaxy S8+ 8.0.0

Huwaei P8 Lite 5.0.1

Pixel 2 8.0.0



Findings

4 invalid AT 

grammars

11 invalid AT 

grammars



Attack Scenario



IMSI, IMEI Catching

AT+CIMI;;;;abc
Invalid AT Command

310260123112435



Denial of Service

ATDB;A;B
Invalid AT Command

ATDB;A;B
Invalid AT Command



DEMO



Comparison
Fuzzing Approach Problematic Grammars

ATFuzzer 9
ATFuzzer w/o Feedback 5
ATFuzzer w/o Crossover 3
ATFuzzer w/o Mutation 2
Modified AFL 2
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Impact



Impact 

• Blocked USB and Bluetooth Modem interface

• Patch released on November 5, 2019

• CVE-2019-16400, CVE-2019-16401



Impact

• Blocked AT interface

• Released patch on September 5, 2019



Impact

• Reported on September 11 ,2019

• AT commands part of Bluetooth 
Standard!!
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Conclusion  & 

Future Work



Future work

• Applying the fuzzing technique to other 
parsers with complex input patterns

• Analyzing baseband processor



Conclusion
• Proposed ATFuzzer with a novel grammar 

guided evolutionary fuzzing approach

• Reported 4 incorrect AT grammars over 
Bluetooth and 11 over USB

• Vulnerabilities recognized by major vendors

• Patches released to mitigate them



Thank you!
Questions!

https://github.com/Imtiazkarimik23/ATFuzzer

https://github.com/Imtiazkarimik23/ATFuzzer

