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Problem Scope
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Access Control Needs 1n Smart Home
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KRATOS Architecture
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« KRATOS is evaluated with 309 different policy sets including 213 demand conflicts and 24
restriction policies.

*  KRATOS successfully detect 5 different types of access control threats with 100% success rate
with minimal overhead.

«  KRATOS introduced on average 289 ms latency for ditferent variables in the system (number of
policies, conflicts, users, and devices).
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Conclusions

 Existing smart home systems do not offer any fine-grained access control system to
address complex, asymmetric, and conflicting demands in a multi-user smart home
environment.

*  We proposed KRATOS, a novel multi-user multi-device-aware access control system for
smart home.

«  We designed KRATOS as priority-based access control system which assigns priority to
each authorized users to resolve conflicting demands and implement selective restriction
in device usage for specific users.

*  We implemented KRATOS in Samsung SmartThings platform and evaluated with 309
different policy sets where KRATOS achieved high success rate with minimal overhead.
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Thank You!

Please teel free to join our poster presentation session for more information!

Name: Amit Kumar Sikder
Email: asikdoos@fiu.edu
Personal Website: https://nweb.eng.fiu.edu/asikdoo3
Lab Website: https://csl.fiu.edu/
Project Link: https://arxiv.org/abs/1911.10186
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