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• 3rd Party Fine-Tuning of an LLM Model for a global financial 
sector consultancy

• Training data included regulated privacy information (GDPR) 
and corporate intellectual property (Client InfoSec).

• All fine tuning information was corporate owned.

• All intended usage was corporate internal

• 1st Order Threats:
• Privacy leakage

• Loss of critical intellectual property



• All Provided Corporate Training Data
• Pseudonymized to GDPR standards
• Encrypted at rest and in transit 

• All 3rd Party Model Training Must Be Isolated
• Compute, Network and Storage isolation.
• Physical, Infrastructure and Temporal isolation.

• All privileged access must be logged and retained

• All storage scrubbed prior to, and after fine-tuning

• All artifacts shredded post engagement (data, model, intermediate artifacts)

• All supply chain items curated

• All software 3rd party scanned

• All system behavior logged

• Model verified – model performance, model privacy leakage
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Andreesen Horowitz

External Trustability Claims := f(time) 

Internal FT Trustability Claims := g(time) 



https://platform.openai.com/docs/model-index-for-researchers

LLM Model-aaS

LLM FineTuning-aaS

LLM Inference-aaS

Data 
Controls

Training
Controls

Verification
Controls

Data 
Controls

Training
Controls

Verification 
Controls

AI Platform Supply Chain Attestation AI Dev Platform & SDL Attestation AI Platform 
Curation Verification Threat Model Test MonitorScan

Sys SW Supply Chain Attestation Sys SW  Build & SDL Attestation

Curation Verification Threat Model Test MonitorScan

OS Platform 

Vuln

Vuln

HW/Accl Platform PUFs, SIDs for Chiplets 
Wafers, Substrates, Pkgs, 

Manufacturing Production Hist.

Non-repudiation, Digital Ledgers, 
TEEs (CPU, GPU,  IPU  …), Metrology

Assembly HW Product

Anomaly Det., Multimodal Diff, 
Sensing and Anti-Tamper, HME

Model 
Selection

Data 
Quality 

Analysis

Hyper 
Parameter 

Sweeps
Training

Adaption
(in-flight)

Benchmar
king

Model 
Deploy

Model 
Monitoring

Inferencing
Prompt 
Filters

Inference
Controls

Results
 Filters

Fine-Tuning Process

OPT 175B Lifecycle

Attestations



code-davinci-002

text-davinci-002

text-davinci-003

Foundational 
Model

davinci-instruct-beta

SFT

text-davinci-001, text-
davinci-002, text-
curie-001, 
text-babbage-001

FeedME (SFTL)

text-davinci-003

PPO (RL RM) 

Fine-Tuned 
Model

GPT 3.5 Variant
Fine-Tuned Models

Base Model

InstructGPT

Refinement

https://platform.openai.com/docs/model-index-for-researchers

FT Training Method:

Inference/Usage Inference
Query Inference Res

Data Train Det

Data Train Det Data Train DetData Train Det

Model Supply Chain



RedPajama-1T

Commoncrawl

ToU:

Common Crawl 
Foundation 

Currency: May/June 2023
Rate: 6 Crawls/Yr
Flux: 1B New URLs/Crawl
Host: 44 Million
Tests: Attestation
Copyrighted Material?

C4 – Colossal Clean 
Crawled Corpus

C4 license

GitHuby
MIT, BSD, or Apache 

lic. 

The Pile
Books: the_pile_books

3 lic. and pg19 lic.

ArXivArXiv ToU

WikipediaWikipedia Lic.

StackExchangeStackExchange lic.

Dataset 
Aggregators/Foundation 

Trainers: Data Cards, Tests, 
Changes, Licenses, CR*,  

Watermarks*, Processing 
Transparency*

The Pile

OSCAR

quac

bigscience/P3

LION/OIG

OpenOrca

tasksource/mmlu

tasksource/bigbench

md_gender_bias
badmatr11x/hate-offensive-
speech
selqa

truthful_qa

amazon_polarity

cnn_dailymail

dialog-inpainting

ConvFinQA

CUAD

grade-school-math

math_qa

Multi-News
summarize-from-feedback

the_pile_books3 

SQuAD2.0

C4

StarCoder
HuggingFaceH4/hhh_alignm
ent
bigscience/xP3

Cleaning
Curation
De-duplication
Characterization
Synthesis – Case 
Specific Data

Pre-
processed 

Dataset

Data Store
Metadata 

Store (labels, 
tags, …)

Experiment
Tracker (ala 

dioptra)

Code Repo
Dataset Version Control
Model Registry

Training/Fine Tuning

Validation Tests 

Model Monitoring /Pre-deployment Tests (NIST)

Model/App 
Developer 

Verification/Tests

Customer Regulation/Requirements/Verification/Testing

Discovery- Classification-Filtering/ Compliance

AI Application 

Model Monitoring/ RLHF 

Filtering/Detection/Compliance

Deployer /User: 
Verification, 

Tests, Monitoring

Model Delivery

Applies to all training data characterizations, 
preparation, controls and adaptation based on 
observation, tests and requirements

Changes/t

P
ro

c
e

s
s

 T
ra

n
s

p
a

re
n

c
y

 (lo
g

s
)

Watermarks/Sign/Reg?
Data Trust Anchors

https://commoncrawl.org/terms-of-use/full/
https://huggingface.co/datasets/allenai/c4#license
https://huggingface.co/datasets/allenai/c4#license
https://info.arxiv.org/help/api/tou.html
https://huggingface.co/datasets/wikipedia#licensing-information
https://archive.org/details/stackexchange


Authors

Aggregators (28)

Crawlers/Sources

Foundation 
Modelers (13)

Fine Tuners (?), App 
Dev
Products (260) Platforms 
(50)  Use Cases (63)

Deployers 
(49-72% CAGR across use cases)

/Users (400 M b y 2024)

Domain 
Regulators (40+)

Contributors Artists Designers Singers Coders

Commoncrawl C4 GitHub The Pile Wikipedia Stack Exchange

Painters Photographers Journalists

RedPajama The Pile OSCAR QUAC … Bigscience/xP3

Editors

Program Writing Image Generation Image Captioning Summarization …Translate Sentiment Q&A

HIPAA GDPR PCI FinSec NERC

Google Microsoft Meta DeepMind Hugging Face BigScience AI21

Regulation/Fines/Market Access/Retrain-Replace Demands/Attestation

Copyright/License/Ownership/Legitimacy (watermarks, signing, registries)

Data Cards

Model Cards

Model Cards

National Regulators(40+)US AI Policy/NIST EU AIA/… OECD Singapore China UK

FISMA

License

Contractual
Requirements

Regulatory
Requirements

Technical
Requirements

…

Attestation Scale, Composition, Argumentation, Dynamics,… Challenges 





NIST DIOPTRA Test Framework 

https://www.nccoe.nist.gov/sites/default/files/2022-11/ai-bias-pd-final.pdf


NIST Dioptra Observation





• <date>

• AI EO 2023 exhibits a few 
main policy objectives

• Each objective  has delegated 
actions that may include  
analysis, policy, planning,, 
guidance and programmatic 
efforts.
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Date

Current Federal Trade Commission Consider use of rulemaking and regulatory authority, for fair competition in AI and to 
protect consumers from unfair and deceptive practices

Sec  of Labor Consider use of authority to protect users from fraud, discrimination, privacy threats, and 
emergent risks , from the us of AI

Sec of Labor Clarification of monitoring and transparency requirements for third party AI services, and 
employment of AI by independent agencies.

01-28-2024 Sec of Commerce Reporting requirements for dual-use foundational models and computing clusters

Dept of HHS Establish HHS AI Task Force

02-27-2024 US PTO Director Patent Examiner and Applicant  guidance on IP, Inventorship and the use of AI

03-28-2024 Sec of the Treasury Report on best practices to manage AI-specific Cybersecurity Risks for financial 
Institutions

(cont’d)



Date

04-27,2024 Sec of Commerce Recommended regulations requiring  foreign resellers of IaaS potential AI training 
capacity, to identify foreign users

Sec  of Labor Publish Best practices for employers to mitigate harm and maximize benefits to 
employees, of AI

Sec of Homeland Sec
Sec of Commerce

Inclusion of AI safety and security guidance into CIS operator guidelines

06-26-2024 Sec of Commerce Report on existing methods and development of methods for detecting, labeling and 
limiting/preventing AI generated content

07-26-2024 Sec of Commerce, Energy & 
Homeland Security

Guidelines for developing safe, secure trustworthy AI  and validation (RT, Testing, …)

Asst to the Pres Nat Sec
Asst to the Pres  and DCoS for Policy

National Security Memorandum on AI

USPTO Director
Director of US Copyright Office

Recommendations on EOs related to Copyright and AI

Sec of Commerce
Sec of State

Report on risks and benefits of widely-available dual-use foundational models

10-29-2024 Sec of Labor Publish Fed Contractor Guidance on non-discrimination in AI and automated hiring

> 12-23-2024 FAR Council Amend FARs to align on labeling and authenticating  published content



Version 1 (2024) EU US

Structure Comprehensive Unified Policy By Sector

Objective Risk Moderated Regulatory FW Benefits vs Risk Balance

Critical AI Certification for High Risk AI Safety, Trust, Responsibility 
for all AI

Innovation Impact Universality objective may 
impede innovation

Flexibility intended to 
accommodate innovation

Participation By member nation – Parliament By agency with industry and 
public WGs

Schedule 2024- Enactment
2026- Implementation

Recommendations/analyses 
due by Nov 2024



• The PoC for 3rd Party FT of LLM Models in regulated FinSec domain
• Satisfied client regulatory requirements – GDPR deployment and production
• Satisfied client risk tolerance – Information protection,  Model protection,
• Ref Architecture achieved

• Shared accelerator tolerant multi-tenancy (sequential tenancy)
• Network, compute, storage and temporal isolation
• Comprehensive observability

• The Platform architecture and software were successfully
productized

• Established a foundation for addressing emerging AI regulatory
requirements

• Caveat: We are no where near the AI Cybersecurity or AI Trustability
finish-line
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