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Weak Entropy: An Industry-Wide Issue

- Challenges
- Entropy generation
- Entropy testing

-

- Consistent problem

- Mining Your Ps and Qs: Detection of Widespread Weak Keys in Network
Devices (Heninger, USENIX 2012)

- Weak Keys Remain Widespread in Network Devices (Hastings, IMC 2016)
- Factoring RSA Keys in the loT Era (Kilgallin, IEEE TPS 2019)

- Hard for low-end devices that generate keys immediately after bootup
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Problem: Key generation right after boot, no hardware entropy

Key Key Key Key
Generation Generation Generation Generation

Entropy Pool Entropy Pool Entropy Pool *
oS oS OS oS

State State State State

Bootup Boot + 1m Boot + 2m Boot + 3m

Software entropy sources accumulate unpredictability over time, and its
outputs may be weak for some period after startup.



Batch Testing Can Detect Low Initial Entropy

- [esting many keys successively generated by a single
device will not detect this problem

- [esting the Initial keys generated by many devices will
detect this problem



Good entropy requires end-to-end vigilance

- Entropy Is passed through many layers
- Failure at any stage means entropy failure
- Components may be perfect; composition can still be flawed
- End-to-end testing is important (unit tests insufficient)
- Population testing is important (single-device tests insufficient)
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Detection Methodology

Two main ways weak entropy shows up in certificates

Two or more RSA keys share a Two or more keys are identical, while
common factor the subjects (devices) are distinct
- Example: n = pg and m = gr, where - Requires identifying devices

,q,r are distinct primes . .
P4 P - Normal manufacturing practices can

- Incontrovertible evidence of weak create thousands of certificates with
entropy iIdentical keys and subjects

- Some products exhibit both forms of - Certificates do not always use normal
weakness (see right) 802.1AR formatting (PID, SN)

- We created custom parsing to identity
devices by SN (ACT2 SN if available)



Datasets and Compute Platform
_ o Every certificate
- Dataset A: Cisco SUDI Certificates

- Manufacturing certificates issued by Cryptographic Services
- 200M certificates issued between 2002-2021 (mainly 2048-bit RSA keys)

- Dataset B: Public Internet Scans
- X.509 certificates from Rapid/ Project Sonar
- Spring 2021 only

- Compute Platform: GCP (1TB+ RAM machines)

- Goals
- [dentify RSA keys sharing a common factor
- [dentify duplicate RSA keys across distinct devices



Batch GCD Suppose n = pg and m = gr,
where p, g, r are primes. Then

{SubsAet A‘ {SubsAet B‘ s gcd(n, m) =q.
Nl\ }VZ N3\ }V‘* S All-pairs GCD can be done in
9 9 S roughly O(b log b) steps, where b is
\ / S the total number of bits in all of the
Q) .
heabl RSA moduli.
E?/Csuebasete N1N2N3N4
mod NZN2 mod NZNZ = Qur I.mplementatlon
/ \, / \\ 3 Multithreadead
mod N2 mod N? mod N§ mod N? |5 Uses GNU Multiple Precision Arithmetic
| ! | } © (GMP) library, unmodified
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! : l l ® 226 million certificates: larger
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scale than any previous work.

Batch GCD Algorithm (Heninger, 2012)




Cost-optimized
Batch GCD

Divide moduli into subsets.
Batch GCD each pair of subsets.

Single Subsets
Memory m m/2
Time t t/3
lterations 1 (;) =6
Unit cost k k/4
Cost kmt kmt /4
Parallelizable No Yes

Cost can be optimized empirically based on
memory and runtime measurements, GCP
price structure.



- Goal: given collision(s), estimate the Likelihood of urn size (n) for
k =100 draws, d = 95 distinct colors

size of the entropy pool
- L(n, 100, 95)

- Scenario: draw k times with
replacement from an urn with n balls of
distinct colors; count the number of
distinct colors drawn d.

- In the birthday problem, n = 365 and | od.  Bboo: | soog: 3860
k = 23. About 50% chance that d < 23. n

. Likelihood vs urn size (n) for k = 100 draws
SUDDOSG we know k and d but not n, and d = 95 distinct colors. The maximum

we’d like to estimate the urn size. likelihood estimate (MLE) for n is #A = 957.




FINndings:
Vulnerable Cisco

Internal Population Test

NN S Ly Er

- ORI N AN AN R o

""'-"-'."-:":"Y\u\.’.\.".-\ LA '..'..‘.’-"-'v'v‘r'u"-".‘--'4". e e

AR T B B B e OO SRR
.




Current or recently supported products

PID Product Support Dates Factorable Duplicate

Unified IP Phone [

CP-6901 590 Orderable dby
RV130W-A- RV130W VPN EoSWS: 2018-08 [
CEVA Router FOHWS: 2022-08 =
WS-SVC-  Wireless Services _ _ 5
WISM2-K9 Module 2 Eos: 202201 -

AIR- 5508 Wireless _ ) . 3

CT5508-K9 Controller EOVSS: 2021-07 55 a

AlIR- 2504 Wireless _ ) ] 8

CT2504-K9 Controller EoVSs: 2021-04 = £y

(CVE-2022-20817)




Older EOL Products (over 4 million devices)

DMC250 (Linksys) C1310 CP-6922 CP-8961
DMP100 (Linksys) C1410 CP-6941  CP-9945
DMPRW1000 (Linksys)  C3201 CP-6942  CP-9951
PHM1200 (Linksys) CP-7970  CP-6945 (CP-9965
VGA2000 (Linksys) DMC350 CP-6946  CP-997/1
C1100 (Aironet) SVR200 CP-6951 RV120W
C1130 ATA-187  CP-6961  RV220W
C1200 ClUS-7 CP-6962

C1240 CP-6911  CP-8941

C1250 CP-6921  CP-8945

LINKSYS by Cisco




CEO’s CP-6901 phone

A
|
IP: 192.168.0.42 I
MAC: AA:BB:CC:DD:EE:FF I
Certificate A ’l

I

-y Attack steps:

Extract privKeyB from phone B (equals privKey A)
Become MiTM via ARP poisoning or other method
Observe CEO’s MAC, IP, and Cert A
Spoof CEQO’s source IP:

Make TLS connection using and privKey B
Make or receive calls as CEO

Certificate B (privKeyB == privKeyA)
MAC: CC:BB:AA:FF:FF:FF

PO LY N =

17
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Frequent Strings in Factorable Certificates

Weak Certs

Issuer: Organization

24

Technicolor

Honeywell

Linksys International Inc.

Fortinet Ltd.

Advantech B+B Smart\Worx

Hewlett-Packard | HP

Huawel

Gongjing

CalAmp Corp.

Weak Certs Issuer: Organization
1529 TPLINK | Archer
770 (unknown)

227 DrayTek Corp.
2117 Cisco-Linksys, LLC
194 SonicWALL

187 Tridium

106 Netgear Inc.

74 Kronos Incorporated
64 D-Link | D-LINK
39 Cisco Small Business
32 SAMSUNG

Primax

N ITNINIDN|W| O

Alarm.com

- |ssuers of weak certificates from Rapid/ public internet SSL scans Feb 6 - May 5, 2021



Recommendations




Recommendations

- Prevention: Products should use hardware entropy
- Use HW as an entropy seed, even if implementing software crypto

- Detection: Run weak entropy detection tools at scale
- ONn new certificates
- On newly manufactured devices
- Population testing (single-device tests insufficient)

Source code and docker image:
https://github.com/cisco/mercury/blob/main/doc/batch-gcd.md

Everyone matters: software, hardware, contract manufacturing

Al
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