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Introduction

« Electric Vehicles (EVs)
* Growing EV Adoption

« Charged at Charge Points (CPs)

» Cyber-physical threats
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Data Source:

https://www.iea
.org/data-and-
statistics/data-
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Introduction

As More EVs Hit The Road,
Blackouts Become Likely

Oliver Wyman Contrit

 Electric Vehicles (EVs]) iy
* Growing EV Adoption
« Charged at Charge Points (CPs)
» Cyber-physical threats

« EV Charging (high load on grid)
« Load balancing
« Vehicle to Grid (V2G) power flow

(-C=

Members of the Energy Practice at Oliver Wyman

Source:
https://www.forbes.com/sites/oliverwyman/2019/05/
15/as-more-evs-hit-the-road-blackouts-become-
likely/
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Motivation

Cyberattack on Critical Infrastructure: Russia
and the Ukrainian Power Grid Attacks

OCTOBER 11, 2017 // AUTHORS: DONGHUI PARK, MICHAEL WALSTROM

Image credit: NASA's Marshall Space Flight Center

Source:
https://jsis.washington.edu/news/cyberattack-
critical-infrastructure-russia-ukrainian-power-grid-
attacks/
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Motivation

Cyberattack on Critical Infrastructure: Russia e

and the Ukrainian Power Grid Attacks Smart car chargers. Plug-n-play
v After Jeep Hack, Chrysler Recalls for hackers?
OCTOBER 11, 2017 // AUTHORS: DONGHUI PARK, MICHAEL WALSTROM 1.4M Vehicles for Bug Fix

Hacking Smart.Car,Chargers

No charge |
for you! R 2 |

& Source:
https://www.pentestpartners.com/securit
WELCOME TO THE age of hackable automobiles. when two security y_ bloq/sma rt_ca r-cha rqers_ p luq -N- play_
‘ researchers can cause a 1.4 million product recall.
Image credit: NASA's Marshall Space Flight Center fO r- ha C ke rS/
S Source:
ource: https://www.wired.com/2015/07/

https://jsis.washington.edu/news/cyberattack-
critical-infrastructure-russia-ukrainian-power-grid-
attacks/

eep-hack-chrysler-recalls-1-4m-
vehicles-bug-fix/
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System Model

Overview
Charge
Electric Charge Point
Vehicle Point Operator

\ \}H N
&
< Communication > < Communication > =

EV CP CPO

f f

ISO 15118 Open Charge Point Protocol
(OCPP)



h_da /_em+

System Model
CPO Charge Profiles

1. Set Charging Profile

& =l

EV CP CPO

[

f f

ISO 15118 Open Charge Point Protocol
(OCPP)
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System Model
Charge Parameter Negotiation

1. Set Charging Profile

[

(:@ 2. Charge Parameter Discovery }H

3. Notify EV Charging Needs
/Schedule

A 4

EV CP CPO

f f

ISO 15118 Open Charge Point Protocol
(OCPP)



System Model
Charge Session

&

2. Charge Parameter Discovery

«

A

4. Power Delivery

\4

A

5. Status/Metering

A 4

A 4

CP

A

1. Set Charging Profile
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3. Notify EV Charging Needs
/Schedule

6. Transaction Event

A 4

f
1SO 15118

\ 4

[

CPO

f

Open Charge Point Protocol
(OCPP)
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Adversary Model
@ @ 1. Set Charging Profile

s < 7\
@ 2. Charge Parameter Discovery
- g 3. Notify EV Charging Needs
_ /Schedule
4. Power Delivery >
EV ~ 5. Status/Metering R CP 6. Transaction Event CPO

*  Manipulation of Demand * False Data Injection
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Adversary Model
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4. Power Delivery

5. Status/Metering _— CP

1. Set Charging Profile
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2. Charge Parameter Discovery }H

{

A

3. Notify EV Charging Needs
/Schedule

6. Transaction Event

\ 4

\ 4

Manipulation of Demand

Higher/lower charging speeds
EV/CP: current or voltage limits
CP: Charge profiles, tariffs

EV: Charge profile/tariff selection

* False Data Injection

D

CPO
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Adversary Model
@ @ 1. Set Charging Profile

s < 7\
@ 2. Charge Parameter Discovery
- '\' 3. Notify EV Charging Needs
_ /Schedule
4. Power Delivery ——
. Status/Meterin } i /
5 / g _’\ 6. Transaction E¢ent R CPO
Manipulation of Demand False Data Injection
> Higher/lower charging speeds » |Inaccurate State Estimation
«  EV/CP: current or voltage limits «  EV/CP: Energy amount + departure

time, planned consumption over time,

*  CP: Charge profiles, tariffs charge profile selection

«  EV: Charge profile/tariff selection «  CP: Meter values

12 02.12.2023
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IDS for EV Charge Session Anomalies

(Periodic) Offline Training

Skipped for Novelty Detection

* Hybrid model for anomaly detection: =~ Scipped for Novelty Detection
* Semi-supervised regression model Historic | Attack Labeled

|
| D. Feature Detector
Charge Data i Simulation Session Data || Extraction Training
: L - __________*= — T
NS : R. Feature Regresh Consumption
: Extraction Training Forecast :
* Detection model _AnomalyDetection | o
° S u pe rV|Sed Cl_a SS|f|Cat 1on R. Feature Regression Consumption
Extraction Models Forecast
t i
Unlabeled D. Feature Detection
Session Data Extraction Model
« Semi-supervised novelty detection R ' T il , Detection
: i Charging i 1 to N Sessions Output
: CP [@——> EV : with Potential P
! Sessions
1

1
: Adversaries

L U P
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IDS for EV Charge Session Anomalies

(Periodic) Offline Training

* Hybrid model for anomaly detection:

Skipped for Novelty Detection

* Semi-supervised regression model Historic L[ A Labeled | D. Feature Detector
] Charge Data i'|_Simulation Session Data | ! Extraction Training
 Trained on data w/o attacks . | FEEEEEEEEE = B——
 Generates charge speed predictions L Dtmection Ll Forccast |
* Detection model ~ AnmomalyDetection | o
. Su pe rV|Sed Cl_a SS|f|Cat|on ER Feah‘ue Rc\glreisslion Calr;sumption
Xtraction Models orecast
t i
Unlabeled D. Feature Detection
Session Data Extraction Model
« Semi-supervised novelty detection R ' T il , Detelcﬁon
: i Charging i 1 Fo N Sessn(fns Output
; CP m EV : with Potential

1
: Adversaries

L U P
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IDS for EV Charge Session Anomalies

(Periodic) Offline Training
* Hybrid model for anomaly detection: |

Skipped for Novelty Detection

* Semi-supervised regression model Historic [ Ak Labeled || D. Feature Detector
Charge Data : } Simulation Session Data | | Extraction Training
. e — T
 Trained on data w/o attacks . [ ng{esh ——
 Generates charge speed predictions L Dtection T Forecast |
* Detection model _ AnmomalyDetection | o
° SuperV|Sed Cl_aSS|f|Cat|on R. Feature Regression Consumption
. . Extraction Models Forecast
« Trained on data w/ simulated attacks t ! '
. Un.lnbeled D. Featyre Detection
> Lower fa lse p05|t|ves Session Data Extraction Moldel
« Semi-supervised novelty detection R ' SR Lt - , e
. i UM Charging ‘ i ! Fo N Sessufns Output
« Trained on data w/o attacks i | CP o BV | | with Potential
: N ; Adversaries

> Better generalization s
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IDS for EV Charge Session Anomalies

(Periodic) Offline Training
* Hybrid model for anomaly detection: |

Skipped for Novelty Detection

* Semi-supervised regression model Historic [ Ak Labeled || D. Feature Detector
Charge Data : } Simulation Session Data | | Extraction Training
. e — T
 Trained on data w/o attacks . [ ng{esh ——
 Generates charge speed predictions L Dtection T Forecast |
* Detection model _ AnmomalyDetection | o
° SuperV|Sed Cl_aSS|f|Cat|on R. Feature Regression Consumption
. . Extraction Models Forecast
« Trained on data w/ simulated attacks t ! '
. Un.lnbeled D. Featyre Detection
> Lower fa lse p05|t|ves Session Data Extraction Moldel
« Semi-supervised novelty detection R ' SR Lt - , e
. i UM Charging ‘ i ! Fo N Sessufns Output
« Trained on data w/o attacks i | CP o BV | | with Potential
: N ; Adversaries

> Better generalization s

* Ensemble of classification and
novelty detection

» Combine advantages
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IDS for EV Charge Session Anomalies

(Periodic) Offline Training

*  Offline Training | SKped frNowly Deccion.
» Based on historic charge session data Historic | Atack Labeled | D. Feature Detector
Charge Data {|__Simulation Session Data | | Extraction Training
M et e — T
* Feature selection | —— R%\ B -
o H |g h _ l_evel_ feat ures Extraction Training Forecast

« Charging behavior N

» Consumption predictions
« Simulated attacks (for classification model)

« Random anomalies in charging
behavior
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IDS for EV Charge Session Anomalies

« Anomaly Detection During Live Operation

* Process
* Generate the consumption forecasts

* Generate the relevant detection features

« Classify session (normal/anomaly) . AnomalyDetection l e
CPO R. Feature Regression Consumption
Extraction Models Forecast
t i
Unlabeled D. Feature Detection
] s Session Data Extraction Model
Gl E
S e ] l
S PSP . Seai

i . [ i N Sessions

: UM Charging ;Lo

E ﬂ‘ ———> EV | ! with Potential ot
: Sessions : Adversaries

L U P




IDS for EV Charge Session Anomalies

Anomaly Detection During Live Operation
* Process

* Generate the consumption forecasts
« Classify session (normal/anomaly)
* Ensemble detection combining:
 Classification-based detection
+ High TPR on known/trained-on attacks
— Lower TPR for previously unseen attacks
* Novelty-based detection
+ Generalize better to unseen attacks
— Higher FPR

* Weighted voting tuned towards low FPR

Generate the relevant detection features

h_da /_em+

Anomaly Detection l
R. Feature Regression Consumption
Extraction Models Forecast
t i
Unlabeled D. Feature Detection
Session Data Extraction Model
i_ ..... 10 T e _i . Detection
: i Charging ! ; 1 to N Sessions Output
H CP |e———— EV : with Potential
! Sessions
1

e ———

TPR := True Positive Rate
FPR := False Positive Rate

1
: Adversaries
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Evaluation - Data Sets .

« 3 Adaptive Charging Network (ACN) data sets

« ACN Caltech (54 semi-public CPs] ‘ | ii

- ACN JPL (52 workplace CPs) i R IS N

- ACN Office (8 workplace CPs)
 ElaadNL data set I

« 850 public CPs i

» Detailed charging data during each session

TRt N
3

Charge Speed [kW]

(b) ElaadNL Data Set

20 02.12.2023
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Evaluation - Attack Data Sets

> 11 months of training/validation data
Normal traffic without attacks
Simulated attacks for classifier training

» Several 1 month testing data sets

« Data/code provided online: https://code.fbi.h-

02.12.2023

.....

[ README.md

EV Charging Session IDS Artifact


https://code.fbi.h-da.de/seacop/ev-charging-ids-data-sets
https://code.fbi.h-da.de/seacop/ev-charging-ids-data-sets
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Evaluation - Attack Data Sets

> 11 months of training/validation data
*  Normal traffic without attacks
* Simulated attacks for classifier training

» Several 1 month testing data sets
«  Manipulation of Demand/False Data Injection
» Different magnitudes and compromise levels
»  Attack vectors:
* Synchronized, prepared increase, slow change
«  Fabricated/manipulated data
* Varying time spans and repetitions

« Data/code provided online: https://code.fbi.h-
da.de/seacop/ev-charging-ids-data-sets

02.12.2023

E EV Charging IDS Data Sets ©

yyyyyy

[ README.md

EV Charging Session IDS Artifact


https://code.fbi.h-da.de/seacop/ev-charging-ids-data-sets
https://code.fbi.h-da.de/seacop/ev-charging-ids-data-sets

==== random baseline (AUC = (.5)
AdaBoostClassifier h da
BernoulliNB —
LT+

= DecisionTreeClassifier
—-= ExtraTreesClassifier
—— GaussianNB

ighborsClassifier

—_—

rSVC

] u
Evaluation - Detection R
RandomForestClassifier

SGDClassifier

-_— SVC
) .\Iv-.!‘ ROC ¢ |||.\4:\ . “T“ Hi)(' curves . 'I“”fl'l’('" "]‘l"":li_w (AUC = 0.5)
- Based on sklearn implementations " AL T Oms
;fm | ¥ /'/ = Elliptic l':l}\t‘]upt‘
« Evaluation of fitting algorithms A2 lclationForet
e 04 il ! Mean ROC ¢ m\'m_ . Mean ROC curves
* Grid-search-based hyperparameter o174 /
. . L. False Positive Rate Falso Positive Rati
® 5_f0|-d cross Val-ldatlon over tralnlng (a) ACN Office Data Set (b) ACN Caltech Data Set g
data
. . . Mean R( )(‘(7|||'.‘(:~ . Mean H(»)(" I ‘1’1\.\ : /,"
» MLPClassifier and LocalQOutlierFactor TV W7 T T,
;:- ;E /I I///'/ //'/ (a) ACN Office Data Set (b) ACN Caltech Data Set
;: i“‘ I’/‘ ) Mean ROC curves . Mean ROC curves
= & |1
iy,

False Positive Rate

(d) ElaadNL Data Set

(c) ACN JPL Data Set

6 0.5 10

08 10 0.0 0.2 b
False Positive Rate

0.0 02 0.4 0.6
False Positive Rate

(c) ACN JPL Data Set (d) ElaadNL Data Set
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Evaluation - Detection

02.12.2023

Based on sklearn implementations

Evaluation of fitting algorithms

* Grid-search-based hyperparameter
tuning

» 5-fold cross validation over training
data

» MLPClassifier and LocalOutlierFactor

Evaluation of regression-base features
* Based on RandomForestRegressor
* With anomalies during a session

» 5-fold cross validation over training
data

====random bascline (AUC = 0.5)
ROC fold 0
ROC fold 1
ROC fold 2
ROC fold 3
ROC fold 4
= Mean ROC

+ 1 std. dev.

! Mean ROC curve with variability ‘ Mean ROC curve with variability
02 [} 06 [ U X 0.2 04 [
False Positive Rate False Positive Rate
(a) Classifier w/o Forecasts (b) Classifier w/ Forecasts

Rat
Rat

1.2 0.1 0.6 2 0.4 0.6 ).
False Positive Rate False Positive Rate

(c) Novelty Detect. w/o Forecasts (d) Novelty Detect. w/ Forecasts

Mean ROC curve with variability . Mean ROC curve with variability
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—— MLPClassifier TPR Basic Anomaly

u u
Evaluation - Details
=-= MLPClassifier Mean FPR

LocalOutlierFactor TPR Basic Anomaly
LocalOutlierFactor TPR Advanced Attack
LocalOutlierFactor Mean FPR

* Performance on previously unseen data
« Random simulated anomalies (same as | ;/
training] /

« Attacks targeting grid stability (not in ¥
training) 1 L/

TPR/FPR
/FPR

- - 0.0
010 015 020 025 0.30 0.05 10

20 .25 0. 015 020 02
Min. Anomaly Magnitude Min. Anomaly Magnitude

(a) ACN Office Data Set (b) ACN Caltech Data Set

TPR/FPR
\
k“\l \\.
IPR/FPR
) X
;
=

0.1 0.2 0.3 02 0.4 e 0.8
Min. Anomaly Magnitude Min. Anomaly Magnitude

(c) ACN JPL Data Set (d) ElaadNL Data Set
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Evaluation - Details

* Performance on previously unseen data
« Random simulated anomalies (same as
training]
« Attacks targeting grid stability (not in
training]
« Evaluation of ensemble

» Based on the respective prediction
confidence

* Optimized towards different maximum FPR

» Classification and novelty detection can
complement each other

26 02.12.2023

IPR/FPR

—— TPR Basic Anomaly (Max FPR 0.03)
==== TPR Advanced Attack (Max FPR 0.03)
== Mean FPR < 0.03
—— TPR Basic Anomaly (Max FPR 0.06)

= TPR Advanced Attack (Max FPR 0.06)
—-— Mean FPR < 0.06
= TPR Basic Anomaly (Max FPR 0.09)
==== TPR Advanced Attack (Max FPR 0.09)
—-—' Mean FPR < 0.00
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) 0ls 020 0. 005 010 015 020 025
Min. Anomaly Magnitude Min. Anomaly Magnitude

(a) ACN Office Data Set (b) ACN Caltech Data Set

0l )2 0.3
Min. Anomaly Magnitude

0.2 0
Min. Anomaly Magnitude

(c) ACN JPL Data Set (d) ElaadNL Data Set



Summary

EV charging poses cyber-physical threats
» E.g., attacks on power grid stability

Detection of Anomalies in Electric Vehicle

Charging Sessions
* Hybrid of regression and anomaly detection

Ensemble-based detection
* (Classification model
* Novelty detection model

e Evaluation

Shows good design choices and thresholds

Good performance of the IDS concept

27 02.12.2023
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(Periodic) Oﬁ'line Training

: Skipped for Novelty Detection
,,,,,,,,,,,,,,,,,,,,,,,,,, .
Historic : ' Attack Labeled ! D. Feature Detector
Charge Data : Simulation Session Data | | Extraction Training

Regressor

\ Consumption
Forecast

Training

R. Feature
Extraction

Anomaly Detection

=
: R. Feature Regression Consumption
Extraction Models Foremst
\ Unlabeled ‘ D. Feqmre Detection
‘ Extraction Model

Session Data

R B ith - '

; Charging : 1 fo N Sessx?ns
; Cp — H with Potential
B Sessions : Adversaries

OCPP
Data

Detection
Output
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Thank you for your attention. Questions?

Dustin Kern

dustin.kern@h-da.de
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