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“Free and Open Source Software 
(FOSS) constitutes 70-90% of any given 

piece of modern software solutions.” [1]

70-90%

[1] Frank Nagle, James Dana, Jennifer Hoffman, Steven Randazzo, and Yanuo Zhou. 2022. Census II of Free and Open Source Software—Application 
Libraries. Linux Foundation, Harvard Laboratory for Innovation Science (LISH) and Open Source Security Foundation (OpenSSF) 80 (2022)

https://www.explainxkcd.com/wiki/index.php/2347:_Dependency
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What if?

https://www.explainxkcd.com/wiki/index.php/2347:_Dependency
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“[…] at the time of writing in 
September 2023,  we have 
logged 245,032 malicious 
packages—meaning in the last 
year, we’ve seen the number of 
malicious packages tripled.” [1]

[1] Sonatype, 9th Annual State of the Software Supply Chain, 
https://www.sonatype.com/hubfs/9th-Annual-SSSC-Report.pdf
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Malicious Code in Python

maratlib-0.2 - setup.py 

Use of strings with certain “features”

Obfuscation 
(both in code 
and in strings)

Exploiting installation time execution
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Malicious Code in JavaScript

browserift-16.2.2 – package.json build.sh index.js

Exploiting installation time execution

Use of strings with certain “features”
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Goals for Cross-Language Detection of Malicious Packages

One Model
Language-independent features 
discriminating malicious vs. benign
• Simple:

• lexical 
• package size/characteristics

• Easy to transfer to other languages

Features
Train single classifier to detect malicious 
packages for npm and PyPI
• Training on data in different programming 

languages
• Potential benefits:

• More data for training
• Classification for multiple languages
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Approach

Malicious samples: 

• Backstabber’s Knife Collection [1] 
• 2071 in JS, 273 in Python (at time of writing)

• Remove duplicates (i.e., malware campaigns) 
• 102 in JS, 92 in Python

Benign samples: 

• Popular projects (from libraries.io)

90-10 ratio due to address imbalance problem

[1] https://github.com/cybertier/Backstabbers-Knife-Collection

https://github.com/cybertier/Backstabbers-Knife-Collection
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Set of Selected Features
Type Description Captured Behavior
Boolean Usage of installation hook(s) Arbitrary code execution
Continuous Number of words in installation scripts Structural feature of source code

Continuous Number of lines in installation scripts Structural feature of source code

Continuous Number of words in source code files Structural feature of source code

Continuous Number of lines in source code files Structural feature of source code
Continuous Number of URLs Security-sensitive string(s)
Continuous Number of IP addresses Security-sensitive string(s)
Continuous Number of suspicious tokens in strings Security-sensitive string(s)
Continuous Number of base64 strings Presence of obfuscation

Continuous Mean, std. deviation, 3rd quartile, and max value of 
Shannon entropy of strings in all source code files Presence of obfuscation

Continuous Number of homogeneous and heterogenous strings 
in all source code files Presence of obfuscation

Continuous
Mean, std. deviation, 3rd quartile, and max value of 
Shannon entropy of identifiers in all source code 
files

Presence of obfuscation

Continuous Number of homogeneous and heterogenous 
identifiers in all source code files Presence of obfuscation

Continuous Mean, std. deviation, 3rd quartile, and max value of 
Shannon entropy of strings in installation script Presence of obfuscation

Continuous Mean, std. deviation, 3rd quartile, and max value of 
Shannon entropy of identifiers in installation script Presence of obfuscation

Continuous Mean, std. deviation, 3rd quartile, and max value of 
ratio of square brackets per source code file size String manipulation

Continuous Mean, std. deviation, 3rd quartile, and max value of 
ratio of equal signs per source code file size String manipulation

Continuous Mean, std. deviation, 3rd quartile, and max value of 
ratio of plus signs per source code file size String manipulation

Continuous No. of files per selected extensions (91 in total) Structural feature of the package

Structural feature of 
source code

Security sensitive 
strings

Obfuscation

String manipulation

Install-time execution

Included Files
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RQ1: Models Evaluation

Models based on XGBoost

show best performances

5-fold cross-validation repeated 10 times
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RQ2: Real-World Evaluation
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Results
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Insights on Malwares

Majority aim at data exfiltration

One sophisticated case of dropper using 
DNS req. to bypass firewall

Malware campaigns (also cross-
language)

Most of findings do not obfuscate the 
code

Rickrolling attacks… not considered as 
malwares L

0 5 10 15 20 25 30 35 40

PyPI

npm

Malicious Behaviours

Key Logger Dropper Data Exfiltration
Reverse Shell Rickrolling Attack Research PoC
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False Positives

Majority are small packages (e.g., containing only 
setup.py/package.json)

1 campaign to increase popularity of project

4 obfuscated packages (no clear sign of 
maliciousness)

1 package containing the CV of its creator J

fp-0.0.8
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Cross-language detection feasible and promising
§ Improvements to reduce FP
§ Exploring other ML algorithms and approaches

Possible future directions
§ Extend to other languages (e.g., Ruby, PHP)
§ Explore code transformation to language-agnostic IRs

Conclusion and Future Perspectives
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Backup Slides
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Features Distributions


