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u Sense and drive the physical processes of Industrial Control System (ICS)

Programmable Logic Controller (PLC)
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Engineering
Software



u Engineering Software: configure, program, and monitor PLCs 

PLC Communication
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Request

Response

u Industrial Control protocol (ICP): binary protocol for PLC communication



u Device Status: current status of PLC  

Controller Variable of PLC
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u Program Component: the components in the internal program logic of PLC

Operating Mode (Run, Stop)

Protection Level (Write, Read/Write Protect) 

LED Status (ON, OFF) 

Type (Input, Output)

Number

Value (ON, OFF) 



u Reconnaissance: Search for suitable attack targets

Attack on Controller Variable 
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u Tampering: Modify the state of controller Variable

Triton Malware - 2017

Is the device in "Stop" 
operating mode?

807 Hz～1210 Hz 2Hz～1410Hz

Stuxnet Malware - 2010

u Sending specific ICP messages containing controller variables information



u Monitoring abnormal changes in controller variables

Defend 
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u Detecting anomalous traffic in ICS that acquires or modifies controller variables

Attack: Sending specific ICS protocol packets 
containing controller variables information

Defend: Monitor controller variables and 
detect anomalous traffic in network traffic

Base: The domain knowledge of the semantics 
of controller variables 

Semantic messages

Semantic fields

807 Hz～1210 Hz 2Hz～1410Hz



Domain knowledge of the semantics of controller variables 
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Controller Variable: Operating Mode, Message Template: … 00 1A 01 5A 00 FE ... ,  
Field Offset :10,  Correspondence:{Run:03, Stop:02}

Message Template: … 00 1A 01 5A 00 FE ... 
Field Offset :10

The current operating mode of the PLC is "Stop"

u Semantic messages

u Semantic fields

Correspondence:{Run:03, Stop:02}



u Monitoring abnormal changes in controller variables

Defend 
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u Detecting anomalous traffic in ICS that acquires or modifies controller variables

Attack: Sending specific ICS protocol packets 
containing controller variables information

Defend: Monitor controller variables and 
detect anomalous traffic in network traffic

Base: The domain knowledge of the semantics 
of controller variables 

Industrial control protocol

Proprietary
How to analyze semantics 
of controller variables from 

proprietary ICPs?

Semantic messages
Semantic fields



u Observation: network traffic between Engineering Software and PLC is starting-aligned

Analyze semantics of controller variable 
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E0:    E7 4B 00 00 00 05 01 5A 00 01 00
I0 :    E7 4B 00 00 00 11 01 5A 00 FE FA 00 …
E1:    E7 4C 00 00 00 04 01 5A 00 11
I1 :    E7 4C 00 00 00 05 01 5A 00 FD 81

…
E7: E7 52 00 00 00 04 01 5A D1 04                    
I7 :    E7 52 00 00 00 1A 01 5A D1 FE 03 0A ...

…

E0:    68 FF 00 00 00 05 01 5A 00 01 00
I0 :    68 FF 00 00 00 11 01 5A 00 FE FA 00 …
E1:    68 00 00 00 00 04 01 5A 00 11
I1 :    68 00 00 00 00 05 01 5A 00 FD 81

…
E7: 68 C6 00 00 00 04 01 5A 6A 04
I7 : 68 C6 00 00 00 1A 01 5A 6A FE 02 0A …

…

Connection 1 Connection 2



u Observation: network traffic between Engineering Software and PLC is starting-aligned

Analyze semantics of controller variable 
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E0:    E7 4B 00 00 00 05 01 5A 00 01 00
I0 :    E7 4B 00 00 00 11 01 5A 00 FE FA 00 …
E1:    E7 4C 00 00 00 04 01 5A 00 11
I1 :    E7 4C 00 00 00 05 01 5A 00 FD 81

…
E7: E7 52 00 00 00 04 01 5A D1 04 
I7 : E7 52 00 00 00 1A 01 5A D1 FE 03 0A ...

…

E0:    68 FF 00 00 00 05 01 5A 00 01 00
I0 :    68 FF 00 00 00 11 01 5A 00 FE FA 00 …
E1:    68 00 00 00 00 04 01 5A 00 11
I1 :    68 00 00 00 00 05 01 5A 00 FD 81

…
E7: 68 C6 00 00 00 04 01 5A 6A 04
I7 : 68 C6 00 00 00 1A 01 5A 6A FE 02 0A …

…

Connection 1 Connection 2



u Observation: network traffic between Engineering Software and PLC is starting-aligned

Analyze semantics of controller variable 
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E0:    E7 4B 00 00 00 05 01 5A 00 01 00
I0 :    E7 4B 00 00 00 11 01 5A 00 FE FA 00 …
E1:    E7 4C 00 00 00 04 01 5A 00 11
I1 :    E7 4C 00 00 00 05 01 5A 00 FD 81

…
E7: E7 52 00 00 00 04 01 5A D1 04                    
I7 :    E7 52 00 00 00 1A 01 5A D1 FE 03 0A ...

…

E0:    68 FF 00 00 00 05 01 5A 00 01 00
I0 :    68 FF 00 00 00 11 01 5A 00 FE FA 00 …
E1:    68 00 00 00 00 04 01 5A 00 11
I1 :    68 00 00 00 00 05 01 5A 00 FD 81

…
E7: 68 C6 00 00 00 04 01 5A 6A 04
I7 : 68 C6 00 00 00 1A 01 5A 6A FE 02 0A …

…

Connection 1 Connection 2

E0:    E7 4B 00 00 00 05 01 5A 00 01 00
I0 :    E7 4B 00 00 00 11 01 5A 00 FE FA 00 …
E1:    E7 4C 00 00 00 04 01 5A 00 11
I1 :    E7 4C 00 00 00 05 01 5A 00 FD 81

…
E7: E7 52 00 00 00 04 01 5A D1 04                    
I7 :    E7 52 00 00 00 1A 01 5A D1 FE 03 0A ...

…

E0:    68 FF 00 00 00 05 01 5A 00 01 00
I0 :    68 FF 00 00 00 11 01 5A 00 FE FA 00 …
E1:    68 00 00 00 00 04 01 5A 00 11
I1 :    68 00 00 00 00 05 01 5A 00 FD 81

…
E7: 68 C6 00 00 00 04 01 5A 6A 04
I7 : 68 C6 00 00 00 1A 01 5A 6A FE 02 0A …

…
State: Stop State: Run

u Base idea: multi-state comparing

Semantic message: I7, Offset of semantic field: 10



Analyze semantics of controller variable 
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E0:    E7 4B 00 00 00 05 01 5A 00 01 00
I0 :    E7 4B 00 00 00 11 01 5A 00 FE FA 00 …
E1:    E7 4C 00 00 00 04 01 5A 00 11
I1 :    E7 4C 00 00 00 05 01 5A 00 FD 81

…
E7: E7 52 00 00 00 04 01 5A D1 04                    
I7 :    E7 52 00 00 00 1A 01 5A D1 FE 03 0A ...

…

E0:    68 FF 00 00 00 05 01 5A 00 01 00
I0 :    68 FF 00 00 00 11 01 5A 00 FE FA 00 …
E1:    68 00 00 00 00 04 01 5A 00 11
I1 :    68 00 00 00 00 05 01 5A 00 FD 81

…
E7: 68 C6 00 00 00 04 01 5A 6A 04
I7 : 68 C6 00 00 00 1A 01 5A 6A FE 02 0A …

…

Stop-1 Run
Multi-state comparison

E6: [0,1], I6: [0,1], 
E7: [0,1,8], I7: [0,1,8,10],

Different-valued Fields

u Challenge 1: dynamic fields



u Solution 1: single-state comparison

Analyze semantics of controller variable 
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E0:    E7 4B 00 00 00 05 01 5A 00 01 00
I0 :    E7 4B 00 00 00 11 01 5A 00 FE FA 00 …
E1:    E7 4C 00 00 00 04 01 5A 00 11
I1 :    E7 4C 00 00 00 05 01 5A 00 FD 81

…
E7: E7 52 00 00 00 04 01 5A D1 04                    
I7 :    E7 52 00 00 00 1A 01 5A D1 FE 03 0A ...

…

E0:    68 FF 00 00 00 05 01 5A 00 01 00
I0 :    68 FF 00 00 00 11 01 5A 00 FE FA 00 …
E1:    68 00 00 00 00 04 01 5A 00 11
I1 :    68 00 00 00 00 05 01 5A 00 FD 81

…
E7: 68 C6 00 00 00 04 01 5A 6A 04
I7 : 68 C6 00 00 00 1A 01 5A 6A FE 02 0A …

…

Stop-1 Run
Single-state comparison Multi-state comparison

E6: [0,1], I6: [0,1], 
E7: [0,1,8], I7: [0,1,8,10],

Different-valued Fields

E6: [0,1], I6: [0,1], 
E7: [0,1,8], I7: [0,1,8],

Dynamic Fields

I7: [10]

E0:    E5 03 00 00 00 05 01 5A 00 01 00
I0 :    E5 03 00 00 00 11 01 5A 00 FE FA 00 …
E1:    E5 04 00 00 00 04 01 5A 00 11
I1 :    E5 04 00 00 00 05 01 5A 00 FD 81

…
E7: E5 0A 00 00 00 04 01 5A 6A 04
I7 :    E5 0A 00 00 00 1A 01 5A 6A FE 02 0A …

…

Stop-2



u Challenge 2: misordered packets

Analyze semantics of controller variable 
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Stop Run

E0:    E7 4B 00 00 00 05 01 5A 00 01 00
I0 :    E7 4B 00 00 00 11 01 5A 00 FE FA 00 …
E1:    E7 4C 00 00 00 04 01 5A 00 11
I1 :    E7 4C 00 00 00 05 01 5A 00 FD 81

…
E7: E7 52 00 00 00 04 01 5A D1 04                    
I7 :    E7 52 00 00 00 1A 01 5A D1 FE 03 0A ...

…

E0:    68 FF 00 00 00 05 01 5A 00 01 00
I0 :    68 FF 00 00 00 11 01 5A 00 FE FA 00 …
E1:    68 00 00 00 00 04 01 5A 00 11
I1 :    68 00 00 00 00 05 01 5A 00 FD 81

…
E7: 68 C6 00 00 00 04 01 5A 6A 04
I7 : 68 C6 00 00 00 1A 01 5A 6A FE 02 0A …

…

Solution 2: employ identification criteria to remove the misordered comparison

Multi-state comparison E6: [0,1], I6: [0,1], 
E7: [0,1,8], I7: [0,1,8,10],
E23: [0, 1, 5, …], I23: [0, 1, 5, …],
E24: [0, 1, 5, …], I24: [0, 1, 5, …],

Different-valued Fields

E23: 68 D6 00 00 00 0B 01 5A 00 24 01 02 …
I23: 68 D6 00 00 00 08 01 5A 00 FE 01 00 …
E24: 68 D7 00 00 00 04 01 5A 6A 04
I24:  68 D7 00 00 00 1A 01 5A 6A FE 02 0A …

…

E23: E7 62 00 00 00 04 01 5A D1 04
I23: E7 62 00 00 00 1A 01 5A D1 FE 03 0A …
E24: E7 63 00 00 00 0B 01 5A 00 24 01 02  …
I24:   E7 63 00 00 00 08 01 5A 00 FE 01 00  …

…



Overview of SePanner
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u Data collection module
u The message processing module

u Starting-aligned comparison module
u Semantics locating module   



Data collection module
u Traffic Recorder: Wireshark
u Automatic operation Execution (AOE)

13



Message processing
u Unify the Number of Messages

0:    68 FF 00 00 00 05 01 
1 :   68 FF 00 00 00 11 01 5A …
2:    68 00 00 00 00 04 01 5A …
3 :   68 00 00 00 00 05 01 5A …

…
𝑙-1: 68 D7 00 00 00 04 01 5A …
𝑙:    68 D7 00 00 00 1A 01 5A …
𝑙+1: 68 D7 00 00 00 04 01 5A …

…
𝑺𝟏𝟏. 𝒑𝒄𝒂𝒑

0:    68 FF 00 00 00 05 01 
1 :   68 FF 00 00 00 11 01 5A …
2:    68 00 00 00 00 04 01 5A …
3 :   68 00 00 00 00 05 01 5A …

…
𝑙-1: 68 D7 00 00 00 04 01 5A …
𝑙:    68 D7 00 00 00 1A 01 5A …

𝑺𝟏𝟏. 𝒑𝒄𝒂𝒑

ES-0:       68 FF 00 00 00 05 01 
PLC-0:    68 FF 00 00 00 11 01 5A …
ES-1:       68 00 00 00 00 04 01 5A …
PLC-1 :   68 00 00 00 00 05 01 5A …

…
ES- 𝒍

𝟐
:       68 D7 00 00 00 04 01 5A …

PLC- 𝒍
𝟐
	:    68 D7 00 00 00 1A 01 5A …

𝑺𝟏𝟏. 𝒑𝒄𝒂𝒑

u Label Messages

u Identify Interactions

Interaction 0

Interaction 1

Interaction 𝒍
𝟐
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u Generate comparison pairs
• Single-state: 1 group and select random 2 files
• Multi-state: 2 groups and full-connect

Starting-aligned comparison

State1
Generate comparison pairs

u Byte by byte comparison
• Compare each byte of the packets with the same label

u Count the different-valued fields

15



u Identification criteria:
• Message length
• Proportion of different-valued bytes

Misorder Filtering

• Interaction relevance

Misordered

Identification 
criteria

Normal
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u Find the semantic messages
u Generate the semantic template
u Locate semantic messages

Generate the template of semantic message
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Evaluation
u Testbed (7 PLCs, 5 industrial control protocols)

u Metrics
• Accuracy 
• Correlation (protocol without ground truth)
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Evaluation via parsed protocol
u Analyzing the semantics of controller variables of the S7COMM protocol

• Correlation (protocol without ground truth)

SePanner extracts semantics of 6 controller variables with 100% accuracy and correlation
19



Evaluation via parsed protocol

SePanner remains robust when removing 60% of ICP messages from network traffic

u Robustness of SePanner
• Variation of SePanner’s average accuracy when removing  𝑀 ×100 % messages
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Evaluation via unanalyzed protocols

u Verifying the correctness of semantics by constructing simulators

u Analyzing the semantics of controller variables of the 4 proprietary protocol

SePanner successfully extracts semantics of 45 controller variables from 4 unanalyzed 
protocols
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Applications: monitoring and detection

u Detect offensive messages targeting controller variables

u ICSMonitor: Monitor real-time state of PLCs
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Extensions: in-vehicle protocols
u Analyzing the semantics of in-vehicle protocols

SePanner can infer the semantic information of in-vehicle protocols
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Thank You!
jie_meng@zju.edu.cn


