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Programmable Logic Controller (PLC)

¢ Sense and drive the physical processes of Industrial Control System (ICS)
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PLC Communication

¢ Engineering Software: configure, program, and monitor PLCs

Request

Response

!

Label Time(s) SRC DST Len(B) Data
E6  0.031881 192.168.1.77 192.168.1.21 10 68 C5 00 00 00 04 01 5A 00 02
I6 0.03273 192.168.1.21 192.168.1.77 52 68 C5 00 00 00 2E 01 5A 00 FE 14 30 8D 07 11 54 4D 32 32 31 43 45 32 ...
E7 0.034434 192.168.1.77 192.168.1.21 10 68 C6 00 00 00 04 01 5A 00 04
I7  0.03569  192.168.1.21 192.168.1.77 32 68 C6 00 00 00 1A 01 5A 00 FE 02 0A 80 03 C2 6A D4 0D C2 6A D4 0D ...
E24 1.866162 192.168.1.77 192.168.1.21 10 68 DD 00 00 00 04 01 5A 00 04
124 1.867145 192.168.1.21 192.168.1.77 32 68 DD 00 00 00 1A 01 5A 00 FE 02 0A 80 03 C2 6A D4 0D C2 6A D4 0D ...
E25 1.867364 192.168.1.77 192.168.1.21 17 68 DE 00 00 00 0B 01 5A 00 24 01 02 00 0B 00 01 00
125 1.868945 192.168.1.21 192.168.1.77 14 68 DE 00 00 00 08 01 5A 00 FE 01 00 00 00

¢ Industrial Control protocol (ICP): binary protocol for PLC communication



Controller Variable of PLC

¢ Device Status: current status of PLC
¢ Program Component: the components in the internal program logic of PLC

Operating Mode (Run, Stop)

Protection Level (Write, Read/Write Protect)

LED Status (ON, OFF)

1 ~ Type (Input, Output)
—_ Energizet < Number

-~ Value (ON, OFF)



Attack on Controller Variable

¢ Reconnaissance: Search for suitable attack targets

¢ Tampering: Modify the state of controller Variable

Is the device in "Stop"
operating mode?
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Defend

¢ Monitoring abnormal changes in controller variables

¢ Detecting anomalous traffic in ICS that acquires or modifies controller variables
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Attack: Sending specific ICS protocol packets i |y (20000 _ ieilE
B gég | TEE<eH e
N1 1 1 1 2 A = = "H
containing controller variables information AEAA Se=| WEEH
807 Hz ~1210 Hz 2Hz ~1410Hz
f Label Time(s) SRC DST Len(B) Data
E6  0.031881 192.168.1.77 192.168.1.21 10 68 C5 00 00 00 04 01 5A 00 02
. . \ 16 0.03273  192.168.1.21 192.168.1.77 52 68 C5 00 00 00 2E 01 5A 00 FE 14 30 8D 07 11 54 4D 32 32 31 43 45 32 ...
(] E7 0.034434 192.168.1.77 192.168.1.21 10 68 C6 00 00 00 04 01 5A 00 04
Defe n d [ IVI O n |t0 r CO nt rO I | e r Va rl a b I es a n d 17 0.03569 192.168.1.21 192.168.1.77 32 68 C6 00 00 00 1A 01 5A 00 FE 02 0A 80 03 C2 6A D4 0D C2 6A D4 0D ...
. . . E24 1.866162 192.165.1.77 192.16é.1.21 10 68 DD 00 00 00 04 01 5A 00 04
d ete Ct a n O m a I O u S t ra ffl C I n n EtWO r k t ra ffl C 124 1.867145 192.168.1.21 192.168.1.77 32 68 DD 00 00 00 1A 01 5A 00 FE 02 0A 80 03 C2 6A D4 0D C2 6A D4 0D ...
E25 1.867364 192.168.1.77 192.168.1.21 17 68 DE 00 00 00 0B 01 5A 00 24 01 02 00 0B 00 01 00
125  1.868945 192.168.1.21 192.168.1.77 14 68 DE 00 00 00 08 01 5A 00 FE 01 00 00 00
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Domain knowledge of the semantics of controller variables

¢ Semantic messages

¢ Semantic fields

" Controller Variable: Operating Mode, Message Template: ... 00 1A 01 SA00 FE ...,
Field Offset :10, Correspondence:{Run:03, Stop:02}

-

Label Time(s) SRC DST Len(B) Data

E6 0.031881 192.168.1.77 192.168.1.21 10 68 C5 00 00 00 04 01 5A 00 02

16 0.03273  192.168.1.21 192.168.1.77 02 68 C5 00 00 00 2E 01 5A 00 FE 14 30 8D 07 11 54 4D 32 32 31 43 45 32 ...
E7  0.034434 192.168.1.77 192.168.1.21 10 68 C6 00 00 00 04 01 5A 00 04

I7 0.03569  192.168.1.21 192.168.1.77 32 68 C6 00 00 00 1A 01 5A 00 FE 02 0A 80 03 C2 6A D4 0D C2 6A D4 0D ...

E24  1.866162 192.168.1.77 192.168.1.21 10 68 DD 00 00 00 04 01 5A 00 04
124  1.867145 192.168.1.21 192.168.1.77 32 68 DD 00 00§00 1A 01 5A 00 FH{02]0A 80 03 C2 6A D4 0D C2 6A D4 0D ...

E25 1.867364 192.168.1.77 192.168.1.21 L4 68 DE 00 00 00 0B 01 5A 00 24 01 02 00 0B 00 01 00
125  1.868945 192.168.1.21 192.168.1.77 14 68 DE 00 00 00 08 01 5A 00 FE 01 00 00 00

The current operating mode of the PLC is "Stop"



Defend

¢ Monitoring abnormal changes in controller variables

¢ Detecting anomalous traffic in ICS that acquires or modifies controller variables

4 )
Attack: Sending specific ICS protocol packets
containing controller variables information
f Label Time(s) SRC DST Len(B) Data
E6 0031881 192168177 192168121 10 68 C5 00 00 00 04 01 5A 00 02
A 16 003273 192.168.1.21 192.168.1.77 52 68 C5 00 00 00 2E 01 5A 00 FE 14 30 8D 07 11 54 4D 32 32 31 43 45 32 ...
1 1 E7  0.034434 192.168.1.77 192.168.1.21 10 68 C6 00 00 00 04 01 5A 00 04
DEfe n d . M onitor contro I | er varia b I es an d 17 003569 192168121 192.168.1.77 32 68 C6 00 00 00 1A 01 5A 00 FE 02 0A 80 03 C2 6A D4 0D C2 6A D4 0D ..
- . . E24 1866162 192.168.1.77 192.168.1.21 10 68 DD 00 00 00 04 01 5A 00 04
d ete Ct danomad I oOus t ra ffl cinn EtWO I k t Fa ffl C To4  1.867145 192.168.1.21 192.168.1.77 32 68 DD 00 00 00 1A 01 5A 00 FE 02 0A 80 03 C2 6A D4 0D C2 6A D4 0D ...
y F25 1.867364 192.168.1.77 192.168.1.21 17 68 DE 00 00 00 0B 01 5A 00 24 01 02 00 0B 00 01 00

125  1.868945 192.168.1.21 192.168.1.77 14 68 DE 00 00 00 08 01 5A 00 FE 01 00 00 00
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Analyze semantics of controller variable

¢ Observation: network traffic between Engineering Software and PLC is starting-aligned

'E0: 68 FF 00 00 00 05 01 5A 00 01 00 i 'E0: E7 4B 00 00 00 0501 5A 00 01 00 i
10: 68 FE000000 11 01 5A00 FEFAQ0 ... | 10: E74B000000 1101 5A00FEFAQO ... :
'E1: 6800 0000000401 5A00 11 i 'E1: E74C 000000 04015A00 11 ;
11: 6800 0000000501 5A00 FD 81 i 11: E74C 0000000501 5A00 FD 81 i
'E7: 68 C600 00000401 5A 6A 04 'E7: E7520000 000401 5A DI 04 5

17: 68 C60000001A01 5A6AFE020A ... : E7 52000000 1A 01 5A D1 FE 03 0A ...

-
~]

Connection 1 Connection 2



Analyze semantics of controller variable

2 Observatlon network traffic between Englneerlng Software and PLC is starting-alignhed

Connection 1 Connection 2



Analyze semantics of controller variable

2 Observatlon network traffic between Englneermg Software and PLC is starting-aligned

'El:
11

;E7:
17 :

68 FF 00 00 00 05 01 SA 00 01 00

68 FF 000000 11 01 5A00 FE FA 0O ...

68 00 00 00 00 04 01 SA 00 11
68 00 00 00 00 0501 5A 00 FD 81

68 C6 00 00 0004 01 5SA6A 04

68 C6 000000 TAO01 SA6AFE020A ...

Connection 1

4 Base idea: multi-state comparing

EIO:
'El:
1

;E7:
17

E7 4B 00 00000501 5A0001 00

E7 4B 00 0000 11 01 SA00 FE FA OO ...

E74C 0000000401 5A00 11
E7 4C 00 00 000501 5A00 FD 81

E7 520000000401 5ADI1 04

E7 52000000 1A01 5SADI FE 03 0A ...

Connection 2

[E0: 68 FF 00 00 00 0501 5A 00 01 00 i 'E0: E74B 0000 00 0501 5A 00 01 00 ]
10: 68FF000000 1101 SAOOFEFAQ0 ... . T0: E74B000000 I10I 5A00 FEFAQD ...
'E1: 68000000 00 0401 5A00 11 i 'E1: E74C 0000000401 5A00 11 i
I1: 680000 00000501 SA00 FD 81 'I1: E74C 0000000501 5A 00 FD 81
E7: 68 C600 00000401 5A 6A 04 i 'E7: E75200 00000401 5ADI1 04 i
17: 68 C6000000 1A01 SAGAFE 020A ... : 17: E752000000 1A01 SADI FE 03 0A ...

State: Stop

State: Run

Semantic message: 17, Offset of semantic field: 10



Analyze semantics of controller variable
2 Challenge 1: dynamic fields

!EO. 68 FH 00 00 00 0501 5A 00 01 00 i EO [EZ 4B 00 00 00 0501 5A 00 01 00 i
'10: [68FH000000 11 01 5A00 FEFAOQ0 ... | ;Io E74B/000000 1101 5A00 FEFAO00 ... |
'E1: [6800]00 00 00 04 01 5A00 11 i 'E1: [E74400000004015A00 11 i
'11 68 00]00 00 00 05 01 5A 00 FD 81 '11: E744000000 0501 5A00FD 81 ’
'E7: [68°C400 00 00 04 01 5ABAD4 i 'E7: [E752]00 00 00 04 01 5A[DT]04 |
17 : [683 CA00 00 00 1A 01 SA[GAJFE 02 0A ... 17 . [E752]00 00 00 1A 01 5A[DI FE 03 0A ...

Run
Multi-state comparison

E6: [0,1],16: [0.1].
E7:[0,1,8],17: [0,1,8,10],

Different-valued Fields



Analyze semantics of controller variable

¢ Solution 1: single-state comparison

;IO:
;El:
;Il:

68 FH 00 00 00 0501 5A 00 01 00

55 03

ES 04

E5 04

00 00 00 04 01 5SA 00 1

HO00 0000 11 01 5SA00 FE FA 0O ...

1

00 00 00 0501 5SA 00 FD 81

Stop-1

63 Cq4 00 00 00 04 01 SABA4

68 C400 00 00 1A 01 5A[6A]JFE 02 0A ...

[E7 48 00 00 00 0501 5A 00 01 00
E7 4B00 0000 11 01 5A 00 FE FA 00 ...

E74C

E7 4C

00 00 00 04 01 5SA 00

11

00 00 00 0501 5SA 00 FD 81

00 00 00 04 01 5A[DT

00 00 00 1A 01 5A[DI

04
FE 03 OA ...

E5 0300 00 00 0501 5A 00 01 00
000000 11 01 5SA 00 FE FA 0O ...

00 00 00 04 01 SA 00 11
00 00 00 0501 5SA 00 FD 81

E5 04 00 00 00 04 01 5A BA D4

E5 0A 00 00 00 1A 01 5A[6A

FE 02 0A ...

Run

KE6 [0,11,16: [0,1],

Dynamic Fields



Analyze semantics of controller variable

¢ Challenge 2: misordered packets

;E(): 68 FH 00 00 00 0501 5A 00 01 00 ; 'E0:  [E748 00 00 00 0501 5A 00 01 00 i
10: [6BSFHO00 0000 11 01 5A00 FEFAOQO ... '10: [E74B000000 1101 5A00 FEFAQO ... |
'E1: [6800]00 00 00 04 01 5A 00 11 i 'E1: [E74Q 0000000401 5A00 11 i
11 : [68.00]00 00 00 0501 5A 00 FD 81 11 : [EZ74400 0000 0501 5A 00 FD 81 ’
E7: [68°.C400 00 00 04 01 5A[6A4 i 'E7: [E752]00 00 00 04 01 SA[DI]04 !
17 : [683 CA00 00 00 1A 01 SA[GA]FE 02 0A ... 17 . [E752]00 00 00 1A 01 SA[DI FE 03 0A ...
. E23: 68 DF 00 00 00 0B 01 5A 00 24 01 02 ... . E23: [EZ.63 00 00 00 04 01 5A D1 04
' 123: B3 DA 00 00 00 08 01 5A 00 FE 01 00 ... - 1123: [E762000000 1A01 SAD1 FE030A ...
. E24: 68 D700 00 00 04 01 5A 6A 04 i . E24: [E763 00 00 00 0B 01 5A0024 0102 ...
5124: b3 D700 0000 1A 01 SA6AFE020A ... 5124: E7 6300 00000801 5A00 FE0100 ... !

----------------------------------------------------------------------------------------------------------------------------------------------------------------------

Multi-state comparison E6 [0,1],16: [0,1],
E7: 0,1,8],17:10,1,8,10]

Different-valued Fields
Solution 2: employ identification criteria to remove the misordered comparison



Overview of SePanner

4 Data collection module
& The message processing module
¢ Starting-alighed comparison module

¢ Semantics locating module

12



Data collection module
& Traffic Recorder: Wireshark

¢ Automatic operation Execution (AOE)

(1) Set state 2) Capture traffic (3) Export pcap file
Online>ct the device  erine Online Offline
Engineering in 54 _state

Software (ES)| U @ — - ® Si1.pcap
' sym. peap [ st

apture the frames ’

Traffic

o O——d v
Start Stop Export n®-PEAP -G
S,m. n

Sniffing Sniffing - peap.

13



Message processing

¢ Unify the Number of Messages
& Label Messages

¢ Identify Interactions

[ " = r e s e r mm o mm s o mm o mm s e mm s s Em  mm s e d mm  mm s e d mm A s e e s o=

0 68 FF 00 00 00 05 01 0: 68FF0000000501 i ES-0: 68FF0000000501 ) |
'1: 68FF000000 1101 5A ... : '1: 68FF000000 11015A ... | PLC-0: 68 FF 000000 1101 5A ... JInteraction©
2: 6300000000040 5A ... 2: 6800 00000004015A... (ES-1. 680000000004 01 5A ... ,
;3: 68 00 00 00 00 05 01 5A ... 3: 680000000005015A ...+ (PLC-1: 68 00 00 00 00 05 01 5A ... jInteraction 1
-1 68 D7 00 00 00 04 01 5A ... fll 68 D7 00 00 00 04 01 5A ... ®S-L 68D700000004015A .. )
'[: 68 D7000000 IAOI 5A ... ']: 68D70000001A015A... Zl Interaction *
|l+1 68 D7 00 00 00 04 01 5A ... | e e e ! PL.LC—=: 683D70000001A01 5A ... 2
! S11.pcap

14



Starting-aligned comparison

¢ Generate comparison pairs
* Single-state: 1 group and select random 2 files
* Multi-state: 2 groups and full-connect

¢ Byte by byte comparison
 Compare each byte of the packets with the same label

¢ Count the different-valued fields

b b b b b b
_ ) ES-0 90 01 02 03 04 05
/ TN ™\ fa p\l  Peaplt Peap- boo bor boz bus bes  bos
« b

P P&ip2-1 i}

\caLILJ e > ch-oblo le 11312 213 214 215

( ’Sa \ 10 bun Dz D13 bia Dys

Pcap}- P;ZI PLC-L 1 [ ; ; ] b ] ]

Pgapt P2 . Do by by by by b

— > . %y by by bz by b

f_@-\m Pcapl-mP&pZ-m bQ 0 b 01 b 02 bQB bQ4 bQS

Pcap deagdn PE(SI:?) ESO ' b by, bos bos b

Pcap kkm__J

\—f xm - oo 210 b b bz by bys
: — b.lo b.11 1?12 b.13 19.14 1?15

0- bOO

l- by

4 R
0- bOO: 100

1 - b109 l'bj

@;ﬂ.}m state2 Cm. y .

Generate comparison pairs

Byte-by-byte comparison

Count different-valued fields

1- blO: 100
1- b4,: 98

2-byy: 97

e %




Misorder Filtering

\ 4

Identification criteria:
* Message length

* Proportion of different-valued bytes

the num of different-valued bytes

Pr = the num of all bytes in the message

* |Interaction relevance

Pcapl-mPcap2-m

ES-0
PLC-0 11—
PLC-L
2

Identification | Normal  ES-0 by,
>

criteria

IMisordered

W

PLC-0

b
10
b.10

b
04
bo4

b;14



Generate the template of semantic message

¢ Find the semantic messages
& Generate the semantic template

¢ Locate semantic messages

ES-19: 8C 5C 00 00 00 04 00 5A FE 04 ES-19': A3 F8 00 00 00 04 00 5A D2 04
LC-19: 8C 5C 00 00 00 46 00 5A FE FE 02 8E... PLC-19': A3 F8 00 00 00 46 00 5A D2 FE 03 8E ...
ES-20: 8C 5E 00 00 00 04 00 5A FE 04 @ ES-20': A3 FA 00 00 00 04 00 5A D2 04 O
PLC-20: 8C 5E 00 00 00 46 00 5SA FE FE 02 8E ... PLC-20': A3 FA 00 00 00 46 00 5A D2 FE 03 8E ...
ES-21:  8C 5F 00 00 00 05 00 5A 00 06 00 ES-21': A3 FB 00 00 00 04 00 5A D2 04
PLC-21: 8C 5F 00 00 00 17 00 5A 00 FE 01 00 O1 ... PLC-21': A3 F8 00 00 00 46 00 5SA D2 FE 03 SE@
@ template; 8C ** 00 00 00 46 00 5A FE FE 02 8E @ templatey A3 ** 00 00 00 46 00 5A D2 FE 03 8E

template ** ** (00 00 00 46 00 5A ** FE ** 8E

17



Evaluation

¢ Testbed (7 PLCs, 5 industrial control protocols)
¢ Metrics

* Accuracy
e Correlation (protocol without ground truth)

PLC Firmware Manufacturer Protocol ES
M340 2.8 Schneider UMAS-2 Control E.Xp el
Classic
M221  1.12.00 Schneider WG, Shas e EXpen
Basic
M200  1.12.00 Schneider ENAss,  Aracaume bxpert
Basic
S7300 3.1.0 Siemens S7COMM TIA/Snap7
1400 21.00 Rockwell PCCC RSlogix 500
1100 16.00 Rockwell PCEC RSlogix 500
H3U 24314.0 Huichuan Huichuan AutoShop

H(S) = ) p(s)log (p(s))

SES

H(V) = > p(o)log (p(v))

veV

I(V:8) = Y > p(0.5) 1og( s

o p(v)p(s)
Iation = — 2LV3S)
correLdadrion = H(V) +H(S)

|

18



Evaluation via parsed protocol

¢ Analyzing the semantics of controller variables of the S7COMM protocol

Semantics Type | Controller Variable State Semantics Accuracy | Correlation

Operating Run TGS = (8,4,1), SSL-ID = 04240000,0ffset = 44, value = 08, 100% 100%
Mode Stop TGS = (8,4,1), SSL-ID = 04240000,0ffset = 44, value = 04, 100% 100%
LED ON TGS = (8,4,1), SSL-ID = 00190000,0ffset = 55, value = 01, 100% 100%
State OFF TGS = (8,4,1), SSL-ID = 00190000,0ffset = 55, value = 00, 100% 100%

Device TGS = (8,4,1), SSL-ID = 01320004, 0ffset = 46, value = 00
Status tNome TGS = (8,4,1), SSL-ID = 01320004,0ffset = 48, value = 01 L00% L0
Protection Write TGS = (8,4,1), SSL-ID = 01320004, 0ffset = 46, value = 02 100% 100%

Level TGS = (8,4,1), SSL-ID = 01320004, 0ffset = 48, value = 02

: TGS = (8,4,1), SSL-ID = 01320004,0ffset = 46, value = 03
Read & Write | g _ 28,4,1;, SSL-ID = 01320004,0ffset = 48, value = 03 100% 100%
I TGS = (4,1,2), offset = 59, value = 11 100% 100%
Component Type Q TGS = (4,1,2), offset = 59, value = 21 100% 100%
Program M TGS = (4,1,2), offset = 59, value = 01 100% 100%
Component Component Number 0-255 TGS = (4,1,2), offset = 64, value = 0-ff 100% 100%
Component Value OFF TGS = (0,1,2), offset = 47, value = 00 100% 100%
ON TGS = (0,1,2), offset = 47, value = 01 100% 100%

SePanner extracts semantics of 6 controller variables with 100% accuracy and correlation

19



Evaluation via parsed protocol

€ Robustness of SePanner

* Variation of SePanner’s average accuracy when removing M x100 % messages

100% 1 = i = i e - %

80% -

60% 1 —— Protection Level
—=— Component Type

Average Accuracy

0.0 0.2 0.4 0.6 0.8
M

SePanner remains robust when removing 60% of ICP messages from network traffic

20



Evaluation via unanalyzed protocols

¢ Analyzing the semantics of controller variables of the 4 proprietary protocol

Protocol Device Status (States) Program Components (States) Correlation

UMAS-1 2(4) 9(18) 100%
UMAS-2 2(5) 9(18) 100%
PCCC 5(10) 10(28) 100%
H3U 2(4) 6(8) 100%
ALL 11(23) 34(72) 100%

& \Verifying the correctness of semantics by constructing simulators

PLC Protocol Controller Variables Semantics Correctness
M221 UMAS-1 Read/Write Protect MS="***0000, offset = 31 v
M340 UMAS-1 Operating Mode MS="*"*1a00, offset = 10 v
H3U Huichuan Force YO Value MS="*0301"",offset = 19,24 V4
1400 PECC Test Mode MS="""*fc01, offset = 73 v

SePanner successfully extracts semantics of 45 controller variables from 4 unanalyzed

protocols
21



Applications: monitoring and detection
¢ ICSMonitor: Monitor real-time state of PLCs

¢ Detect offensive messages targeting controller variables

Scaning the IP: 192.168.1.118 Scaning the IP: 84.32.54.68
Model: 1766-L32BWA C/21.00 Model: BMX P34 20302 PLC Functions Offensive Messages
Firmware: 21.00 Firmware: v2.8 : —
*Operating State: Run Memory Card: BMXRMSG@SMP SIEETAtE a0
*Remote State: Remote *Operating State: Run M221 Change the value OfQ0.0 5a007"01
xForce Install: None xProtection Level: Access Protect Read the value of Q0.0 5a00"*00
*Force Enable: Enable *Connection: Connected Initialize the device 5a**0000
¥Protection Level: Access Protect T g =100
Scaning the IP: 192.168.0.35 Scaning the IP: 192.168.1.21 M340 Read the value of 10 5a00**00
Model: 6ES7 317-2EK14—8ABO Model: TM221CE24T Stop device 5a**f£00
Eirmware: 3.1.0 Firmware: 1.12.0.0 Ol o
: : ge into Remote Run mode 0£**8006

xOperating State: Run *0Operating State: Run 1400 : »

*xProtection Level: Read&Write Change into Remote Programmode 0£**8001

*Protection Level: None

: " ‘on: Di
xConnection: Connected Connection: Disconnected

22



Extensions: in-vehicle protocols

¢ Analyzing the semantics of in-vehicle protocols

Protocol CAR ID Num
Module ID in SRC 24
3US BMW e46/e53 Module ID in DST 36
Command ID of message 74
Arbitraion 7
S Semantics in Data Fields 23
CANBUS BMW e60 Arbitraion 9
¥ Semantics in Data Fields 16
Arbitraion 3
e Semantics in Data Fields 30
ALL 207

SePanner can infer the semantic information of in-vehicle protocols
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