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Millions of Clickbait PDFs online [1, 2]

[1] https://unit42.paloaltonetworks.com/phishing-trends-with-pdf-files/
[2] https://twitter.com/MsftSecIntel/status/1403461397283950597

https://unit42.paloaltonetworks.com/phishing-trends-with-pdf-files/
https://twitter.com/MsftSecIntel/status/1403461397283950597
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Millions of Clickbait PDFs online [1, 2]

We characterize:

• Volume and duration
• Textual and visual baits
• Web attacks
• Distribution methods

[1] https://unit42.paloaltonetworks.com/phishing-trends-with-pdf-files/
[2] https://twitter.com/MsftSecIntel/status/1403461397283950597

https://unit42.paloaltonetworks.com/phishing-trends-with-pdf-files/
https://twitter.com/MsftSecIntel/status/1403461397283950597
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• Collected 176,208 PDFs with 
unique SHA256, shared by
industrial partners
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• Collected 176,208 PDFs with 
unique SHA256, shared by
industrial partners

• PDFs do not embed malicious 
code:

• Used VirusTotal tags js-
embedded, file-embedded, 
exploit, cve-xxxx, and 
launch-action
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Analyze feed of PDFs

• At scale

• Daily
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Analyze feed of PDFs

• At scale

• Daily

Similarity metrics to reduce 
complexity of task
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NLP-based clustering does not 
capture visual characteristics

PDF structure-based techniques 
[3, 4] select unrelated structure 
features
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[3] Šrndic, N. et al. "Detection of Malicious PDF Files 
Based on Hierarchical Document Structure.“ NDSS 2013
[4] Chen, Yizheng, et al. "On training robust PDF 
malware classifiers." 29th USENIX 2020
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features
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[3] Šrndic, N. et al. "Detection of Malicious PDF Files 
Based on Hierarchical Document Structure.“ NDSS 2013
[4] Chen, Yizheng, et al. "On training robust PDF 
malware classifiers." 29th USENIX 2020
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NLP and PDF structural similarity 
techniques ineffective for clustering

Leverage visual similarities in 
images on the first page of clickbait 
PDFs
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NLP and PDF structural similarity 
techniques ineffective for clustering

Leverage visual similarities in 
images on the first page of clickbait 
PDFs

• Unknown number of unique 
baits

• Unknown distribution across 
dataset
➢ DeepCluster [5]: CNN with k-

means clustering
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[5] Caron, Mathilde, et al. "Deep clustering for 
unsupervised learning of visual features." ECCV 2018



Manually-Aided Clustering

27

176K
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P-hash DeepCluster

176K
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20K

Duplicates

18K

15 Clusters
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P-hash DeepCluster DBSCAN
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P-hash DeepCluster DBSCAN Manual

176K
155K

20K

Duplicates
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15 Clusters

2K

979
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1K

Outliers

590

35 Clusters

389

80 clusters, including Outliers
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Determining Maliciousness
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• PDF considered as malicious when its first-page URL leads to a Web attack

Your document is being 
safely downloaded.

Thank you!
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• PDF considered as malicious when its first-page URL leads to a Web attack

• Challenges: technical (evasion, multiple attacks)



Determining Maliciousness: Challenges

Giada Stivala | Cispa Helmholtz Center for Information Security38

• PDF considered as malicious when its first-page URL leads to a Web attack

• Challenges: technical (evasion, multiple attacks)
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• PDF considered as malicious when its first-page URL leads to a Web attack

• Challenges: technical (evasion, multiple attacks), temporal (short lifespan)

Hmm. We’re having 
trouble finding that site.

We can’t connect to the server at 
evil.com.

If you entered the right address, …
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Hybrid approach:

• Third-party URL analysis service w/ 
historical records

−

• Manual analysis

Hmm. We’re having 
trouble finding that site.

We can’t connect to the server 
at evil.com.

If you entered the right 
address, …

                         
                     

                     
                     

Multiple
attacks

Evasion

Attack page
offline
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Hybrid approach:

• Third-party URL analysis service w/ 
historical records

− VirusTotal Premium: 20K URL 
analysis reports

• Manual analysis

− 722 URLs validated

Hmm. We’re having 
trouble finding that site.

We can’t connect to the server 
at evil.com.

If you entered the right 
address, …
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44 clusters lead to Web attacks

Malware, 
5 Phishing, 

4

VirusTotal, 6

Various, 
3

Google 
SafeBrowsing, 10

Mal. 
Advertise
ment, 16
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Impersonation Promotion
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Impersonation Promotion
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Distribution Vectors
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Indicators of Search Engine 
Optimization (SEO) attacks:

• Keyword stuffing
• Cross-linking of resources
• Benign websites

First page
Second and last page
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Indicators of Search Engine 
Optimization (SEO) attacks:

• Keyword stuffing
• Cross-linking of resources
• Benign websites

First page
Second and last page

http:// …

http://compromised.de/doc.pdf

http:// …
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Indicators of Search Engine 
Optimization (SEO) attacks:

• Keyword stuffing
• Cross-linking of resources
• Benign websites

Can clickbait PDFs achieve high 
search engine rankings?

First page
Second and last page
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http:// …

http://compromised.de/doc.pdf

http:// …
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Challenges:

• Clickbait PDF titles not popular

• Popular clickbait PDFs taken 
down

http:// …

http://compromised.de/doc.pdf

http:// …

First page
Second and last page
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Challenges:

• Clickbait PDF titles not popular

• Popular clickbait PDFs taken 
down

Solution:

• Find unseen, freshly-uploaded
clickbait PDFs
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Challenges:

• Clickbait PDF titles not popular

• Popular clickbait PDFs taken 
down

Solution:

• Find unseen, freshly-uploaded
clickbait PDFs

• Use title as search query on 
popular SEs (Google, Bing)

http:// …

http://compromised.de/doc.pdf

http:// …

First page
Second and last page

Giada Stivala | Cispa Helmholtz Center for Information Security



Verifying SEO Distribution: Methodology

59

Challenges:

• Clickbait PDF titles not popular

• Popular clickbait PDFs taken down

Solution:

• Find unseen, freshly-uploaded
clickbait PDFs

• Use title as search query on popular 
SEs (Google, Bing)

Success criteria:

• Direct match: URL of originating 
PDF found

• Cross-link: PDF uses cross-linking

http:// …

http://compromised.de/doc.pdf

http:// …

First page
Second and last page
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Verifying SEO Distribution: Results
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• Bing: direct (3K, 60/day) and 
cross-link match (6K, 104/day)

• Google: cross-link match (925, 
16/day)

First page
Second and last page

Challenges:

• Clickbait PDF titles not popular

• Popular clickbait PDFs taken down

Solution:

• Find unseen, freshly-uploaded
clickbait PDFs

• Use title as search query on popular 
SEs (Google, Bing)

Success criteria:

• Direct match: URL of originating 
PDF found

• Cross-link: PDF uses cross-linking
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http://compromised.de/doc.pdf

http:// …
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Many well-defined visual baits
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Clickbait PDFs in Web context

Many well-defined visual baits
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Clickbait PDFs in Web context

Many well-defined visual baits Distributed via SEO attacks

tax declaration form

Giada Stivala | Cispa Helmholtz Center for Information Security



Takeaways

64

Clickbait PDFs in Web context Thank you! Questions?

Many well-defined visual baits Distributed via SEO attacks

giada.stivala@cispa.de

g_stivala

tax declaration form

Giada Stivala | Cispa Helmholtz Center for Information Security

mailto:giada.stivala@cispa.de
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Example Attacks
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Email as Distribution Vector
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Ideally: large dataset of emails available [4, 5]

Practical solution: VirusTotal tags (email-spam, attachment) and spamtrap

➢ Three largest clusters not in matches

➢ Distribution vector, but on a much lower scale

[4] Simoiu, Camelia, et al. "Who is targeted by email-based phishing and malware? measuring factors that differentiate risk." Proceedings of the ACM 
Internet Measurement Conference. 2020.
[5] https://www.mxmaildata.com/

VirusTotal tags

• 65 files in six clusters
• No match for email-spam

Spamtrap

• 68 hits for 19 files
• Seven clusters
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https://www.mxmaildata.com/
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Fake SE: Visual Bait and Malicious Webpage
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Visual bait 
embeds image 
of search results

Embedded link 
leads to webpage 
acting as a 
search engine



Clickbait PDF Attack Details

78

tax declaration form

http://compromised.de/doc.pdf

http://entry_point.xyz/param

http://cloaking.ru/param

http://redirection.biz/param

Your document is being 
safely downloaded.

Thank you!

                 
                     http://evil.com/param
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URL Maliciousness: Detailed Results
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Manual analysis VirusTotal

37 44

53

9 28 16 8

True Pos

False Pos


